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chat.rules
dns.rules
finger.rules
icmp.rules
icmp-info.rules
imap.rules
multimedia.rules
mysql.rules
netbios.rules
nntp.rules
oracle.rules
p2p.rules
pop2.rules
pop3.rules
rpc.rules
rservices.rules
smtp.rules
sgl.rules
telnet.rules
tftp.rules
web-*.rules
xd1.rules

attack-responses.rules
backdoor.rules
ddos.rules

dos.rules
exploit.rules
scan.rules
shellcode.rules
web-*.rules

bad-traffic.rules
experimental.rules
info.rules
local.rules
misc.rules
other-ids.rules
policy.rules
porn.rules
virus.rules
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+ Basic Analysis and Security Engine (BASE)

-

= F 7 xb:http://base. secureideas. net/

= [t 1s based on the code from the Analysis
Console for Intrusion Databases (ACID) project

Main Menu NN

Horme
Mews
Ahout
e
Screenshots
Translations
WS
WS snapshots
IRC Transcripts
Links
Lpport
FaQ
Forums
Mailing Lists
Bug reporting
Sourceforge Project
+ FreshMeat.net Project
Contact Us
= Team

L R

Welcome to the Basic Analysis and Security Eng _

May 28, 2009

BASE 1.4.4 (dawn) released!

Eewin Johnzon and the BASE project team would like to announce the immediate release of BASE 1.4.4 {daw) This
release fives a number of flaws as well as ome security Haws All users must upgrade as these flaws have exsted through
tnerous releases of BASE.

May 28, 2009

BASE 1.4.3 (gahi) released!

Eewin Johnson and the BASE project team would like to announce the immediate release of BASE 1.4.3 {gabi) This
release fixes a number of 3053 flaws as well as a potential QL mjection faw. All users must upgrade as these faws
hawe existed through numerous releases of BASE.
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base/base_main.php a8

unique listing  Source|P Destination IP
unique listing  Source|P Destination IP
unique listing  Source|P Destination IP

any protocol Tcp upp IcMp

any protocol Tcp upp

any protocol Tcp upp

any protocol Tcp upp

any protocol Tcp upp
Source  Destination

Queried on TUE“ tober 2
Database: snor
Time Win

Search
Graph Alert Data
Graph Alert Detection Time

ost frequent 5 Unique Alerts

SensorsiTotal: 1/1
Unique Alerts: 11
Categories: 6

Total Number of Alerts: 41

e

.

SrcIP addrs: 4
Dest IP addrs: 3
Unique IF links 7

Source Ports: 7

° TCP(6) UDP(1)
+ DestPors: 11
.

@ TCP(10) UDP (1)

Traffic Profile by Protocol
TCP (59%)

UDP (2%)

ICMP (30%)

Portscan Traffic (0%)

[Loaded in 0 seconds]

m
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200,000 200,000
150,000 150,000
100,000 I I 100,000
000 -..--- - 0 e e e o e O e
Wednesday Sep 1 Wednesday Sep 8 Wednesday Sep 15 Wednesday Sep 22
2010

Oct 26 14:51:11 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 163.27.140.4:49876 -> 168.95.1.1:53
Oct 26 14:51:11 IBM-Snort snort[29527]: [1:5000036:0] TR.Crypt.ZPACK.Gen.7.20100204 {UDP} 140.130.159.57:32768 -> 168.95.192.1:53
Oct 26 14:51:12 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 61.220.4.90:35298 -> 163.27.140.1:53
Oct 26 14:51:13 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 163.27.76.1:1028 -> 168.95.1.1:53
Oct 26 14:51:13 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 140.130.81.11:47050 -> 168.95.1.1:53
Oct 26 14:51:14 IBM-Snort snort[29527]: [1:2003055:5] ET MALWARE Suspicious 220 Banner on Local Port [Classification: Detection of a non-standard protocol or
event] [Priority: 2]: {TCP} 140.123.244.186:10050 ->211.75.103.13:50425

Oct 26 14:51:16 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 163.27.76.1:1028 -> 168.95.1.1:53
Oct 26 14:51:16 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 163.27.140.4:49982 -> 168.95.1.1:53
Oct 26 14:51:16 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 61.220.4.44:8747 -> 163.27.140.1:53
Oct 26 14:51:16 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 163.27.140.4:49990 -> 168.95.1.1:53
i .. Oct 26 14:51:16 IBM-Snort snort[29527]: [1:5000002:0] TR.Crypt.XPACK.Gen.20100119 DNS1 {UDP} 61.220.4.29:4822 -> 163.27.140.1:53
- Q&‘26 14:51:16 IBM-Snort snort[29527]: [1:5000003:0] TR.Crypt.XPACK.Gen.20100119 DNS2 {UDP} 163.27.152.6:57372 -> 168.95.1.1:53
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= Malware Threat Center
= http://mtc. sri.com/
o #&Eﬂ’f§¥ : http://www. emergingthreats. net/rules/

U] l n;nu: 7

= Emerging Threats
= http://www. emergingthreats. net/
o #ﬁﬂﬂjfiﬁi http://mtc. sri.com/live _data/signatures/
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= http://www. botnet. tw/
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http://www. botnet. tw/content/botnet _rule. php
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