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WHAT IS SSL/TLS ?

= SSL (Secure Socket Layer) % i 2t # %_
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» TLS(Transport Layer Security) & SRS

= ATSSLArE 2 AT L& 2T B N

« HTTPS ~ FTPS ~ SMTPS

« HTTP over (SSL/TLS) = HTTPS -
- FTP over (SSL/TLS) = FTPS H ‘ v

= SMTP over (SSL/TLS) = SMTPS
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From Youtube : SSL TLS HTTPS process explained in 7 minutes

€


https://www.youtube.com/watch?v=4nGrOpo0Cuc

WHY SSL/TLS ?

oniffing http Password With Ettercap



https://youtu.be/bOJJn8EqGBY?t=45
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https://www.twca.com.tw/portal/service/evssl_1_1.html
https://www.twca.com.tw/portal/service/evssl_1_1.html

% % SSLIB % MR7%

= Letsencrypt (ISRG)
https://letsencrypt.org/

= StartSSL(StartCom)
https://www.startssl.com/

= CloudFlare
https://www.cloudflare.com/ssl/

= Wosign(;< i)
http://freessl.wosign.com/freessl

= AffirmTrust
http://www.affirmtrust.com/



https://letsencrypt.org/
https://www.startssl.com/
https://www.cloudflare.com/ssl/
http://freessl.wosign.com/freessl
http://www.affirmtrust.com/
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LET’S ENCRYPT & % * ;j'r}f.i i
D &

. T T T Tt TT T : example.com
: Admin i
Snftware

Let’s KB
Encrypt

at https /example.com/

Sign | 9cf0b331

1. AR PREF RS &4
2. i 4rLet’s Encrypt #@PR % » & zip — Bt L4

3. Let’s Encrypt @R B & F3x— Bz chp 7§ gkt o
« 7ed98” = Let’s Encrypt# i& 5 5:.(9cfOb331)+ 4 =t & 4k 7 A -




LET’S ENCRYPT/E % ¥ 4z

Web Server m.-.
Admin /-_. e Let’s KR

Software
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4. A xkid wlet’s Encrypte #-p 7 2 Ak b
5. Let’s Encrypt #/Z:p % &% » B (7R FL L




= Names/Certificate
s - RBEN BT RYI00B e LA
= certbot certonly --webroot -w /var/www/example -d example.com

= Certificates/Domain
= & Bdomain+ B A2 A& ¥ LA 24201 GF
= [blog.example.com]

= Certificates/FQDNset
- 5 REYE BFQDNe & 7 ¥ AZ:ESB B E

» [www.example.com, example.com]

= Registrations/IP address
= 43R > H - IPV ap cht $icd ¥ A238500=%

G



LET’S ENCRYPT % #~WINDOWS £ (1/8)

% Z 1% 5 Windows 2008 R2 + IIS 7.5
1.7 §* & A7 letsencrypt-win-simple v1.9.0* = =4 #ic 48

P 457 H Fletsencrypté £ > (7 H - A 45 T

F_‘k

vk ,?fv"'g" 72 B ¥ & 3 {7 letsencrypt.exe

C:\Users DesktopN\letsencrypt—win—simple.vli.!.B>letsencrypt.exe
Let’s Encrypt (Simple Windows ACME Client>

Renewal Period: 68

Certificate Store: UebHosting

ACME Server: https://acme—vBl.api.letsencrypt.org/

Config Folder: C:\Users \ApplDataNRoaming\letsencrypt—win—simple\httpsacme—vl
1.api.letsencrypt.ory

Certificate Folder: C:\Users \AppDPDataNRoaming\letsencrypt—win—simpleN\httpsac
me—v@l . api.letsencrypt.oryg

:Getting AcmeServerDirectory
Enter an email address <(not public, used for renewal fail notices):



https://github.com/Lone-Coder/letsencrypt-win-simple/releases/
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Let’s Encrypt (Simple Windows ACME Client)
Renewal Period: 60
Certificate Store: UWebHosting

ACME Server: https://acme—-vB@l.api.letsencrypt.org/

Config Folder: C:\Users® \AppPataNRoaming\letsencrypt—uwin—simpleN\httpsacme—vi
1.api.letsencrypt.org

Certificate Folder: C:\lUsers® \fAppDataNRoaming\letsencrypt—win—simpleN\httpsac
me—v@Al.api.letsencrypt.oryg

Getting AcmeServerDirectory
Enter an email address <{not public, used for renewal fail notices): @:‘M

Calling Register
Do you agree to https://letsencrypt.org/documents/LE-SA-vl.B.1-July—-27-2015.pdf?

1(Y/N) ‘r



https://letsencrypt.org/documents/LE-SA-v1.0.1-July-27-2015.pdf

LET’S ENCRYPT= #~WINDOWSE (3/8)

SER IR Y eyt

4T Bl#ror 0 £ 3 121IS earth.niu.edu.tw

Scanning IIS Site Bindings for Hosts
1: IIS earth.niuvu.edu.tw <(C:\wuww)

!: Generate a certificate via WebDav and install it manually.
: Generate a certificate via FTP/ FTPS and install it manually.
: Generate a certificate manually.
: Get certificates for all hosts

: Quit
Yhich host do you want to get a certificate for: ﬂ




LET’S ENCRYPT= #~WINDOWSE (4/8)

6N AT FRE LR % - EAN

Adding Certificate to Store

Closing Certificate Store

Adding https Binding

Committing binding changes to IIS

Opened Certificate Store "My"

Closing Certificate Store

Creating Task letsencrypt—win—simple httpsacme-vB@l.api.letsencrypt.org with Win
dows Task Scheduler at %am every day.

Do you want to specify the user the task will r»un as? (Y/ND

Do you want to specify the user the task will r»un as? /N
Removing existing scheduled renewal IIS earth.niu.edu.tw (C:\www) Renew After 2
Al6/7/16

Renewal Scheduled 1IS earth.niu.edu.tw {(C:\www) Renew After 20816/7/16
Press enter to continue.
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LET’S ENCRYPT= #~WINDOWSE (6/8)

A1 TR 42 1 ¢ p H 3T Y Frehl (TR
L4 - 4% - letsencrypt-win- 31mple httpsacme-v01l.api.letsencrypt.org

%1 5 09:00% &3 L AT F ZHECBEIOE FIH!

s\/

& T IEEESs = =1 =3 |
HWEEF BITE) IR [|EEHE
== | =|m=| 5D

T Tirrzes hm
= o TIEHHe eI

| ARAE | FIRERITEFRS
@ letsencxypt-wi.. 3AZE BHYEA B9 0900 2016/5/18 B 09:00:00

B mmEATIE.

[:"'

—2 |mues|ae | S |2z | Eees cem | S IE7E SR ITRI T
RFE VD Iletsencvypt—win—simple httpsacme-v0l.api.letsencrypt.org 5 T FEEIZ50iR
fires: 5 e
1EE: WIN-1MKGO10OFUE Qywdwu >
FaER(D): Check for renewal of ACME certificates | &3
— ZEE s

BT TAERS + FSEA T SHEAEES:

MWIN-1IMKGOI0FUEQ BEGRAEEAAEL. . |

~ OAEfERE AR RATE

C FrmiEAE S AT HMMITON

I FERTEE - TS S a4 s e a1 Here ()

~ BREEE AT

I ES@EE) BEW: |Windows Vista™, Windows Server™ 2008 ~1

[ == | m |




LET’S ENCRYPT=% %~WINDOWSF (7/8)
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LET’S ENCRYPT= #~WINDOWSE (8/8)

Let’s Encrypt For Windows Server ¥ 3§ 3% %% 7
= Official Documentation

https://letsencrypt.readthedocs.org/en/latest/intro.html

= Let’s Encrypt unofficial Windows Client
https://github.com/Lone-Coder/letsencrypt-win-simple

= Let’s Encrypt unofficial Windows Client releases

https://github.com/Lone-Coder/letsencrypt-win-simple/releases/



https://letsencrypt.readthedocs.org/en/latest/intro.html
https://github.com/Lone-Coder/letsencrypt-win-simple
https://github.com/Lone-Coder/letsencrypt-win-simple/releases/
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LET’S ENCRYPTZ #~LINUXE (1/4)

< 4=k o https://letsencrypt.tw/

= 7% (CentOS + Apache)
FELRE

= curl openssl mod_ssl git
™ {‘letsencrypt.sh

= cd ~; git clone https://github.com/lukas2511/letsencrypt.sh.git

Bl 3ty TP B
= mkdir /etc/letsencrypt.sh

= cp ~/letsencrypt.sh/letsencrypt.sh /etc/letsencrypt.sh/


https://letsencrypt.tw/
https://github.com/lukas2511/letsencrypt.sh.git

LET’S ENCRYPTZ #~LINUXE (2/4)

= 2% T_7* 3¢ (CentOS)
= 2% %_config.sh ¥ 2 = $F /B P &
= echo "WELLKNOWN=/var/www/letsencrypt" > /etc/letsencrypt.sh/config.sh

= mkdir -p /var/www/letsencrypt

= = Apache X Z_4h 7 AT B

= Alias /.well-known/acme-challenge/ /var/www/letsencrypt/ (Let’s Encrypt € ¥|3% P 47 FEidskz@a ™ %)

= # 4 SSL certificate

= /etc/letsencrypt.sh/letsencrypt.sh -c -d <& ¥ et L >
Challenge is wvalid!

Requesting certificate...
Checking certificate...
Done!

Creating fullchain.pem...
Done !

+ + + + + o+ 4+

Responding to challenge for letsencrypt.tw...



LET’S ENCRYPT = #~LINUXFE (3/4)

= 2K T_7* 3¢ (CentOS)
AT A AL EE
= Is /etc/letsencrypt.sh/certs/<ie 32 ¢ F->/ (¢ 3 cert ~ chain ~ fullchain ~ privkey * 4% %)
= iz Apache 1 SSL 3% Z_(/etc/httpd/conf.d/ssl.conf)
= SLCertificateFile /etc/letsencrypt.sh/certs/<ie & & fi>/cert.pem
= SSL CertificateChainFile /etc/letsencrypt.sh/certs/<i & & fi>/chain.pem
= SSL CertificateKeyFile /etc/letsencrypt.sh/certs/<i 3 & F->/privkey.pem
= ¥ FTEx# Apache

= service httpd restart




LET’S ENCRYPTZ #~LINUXE (4/4)

PR AT {ATERE
= YniE /etc/cron.d/letsencrypt-letsencrypt tw
= FTHT A pOE
= 00 ** *root sleep $(expr $(printf "\%d" "0x$(hostname | md5sum | cut -c 1-8)") \%

86400); ( /etc/letsencrypt.sh/letsencrypt.sh -c -d <32 % F>; /usr/sbin/service apache2
reload ) > /tmp/letsencrypt.sh-/<i 3 % £>.log 2>&1




Dig1Cert® SSL Installation Diagnostics Tool

letsencrypt.niu.edu.tw

¥ Check For common vulnerabilicties

CHECK SERVER

-~

«” DNS resolves letsencrypt.niu.edu.tw to 120.101.0.22

HTTP Server Header: apache
« SSL certificate

Common Nams = letsencrypbt.niuv.sedu.tw

Subject Alternatiwve MNames = letsencrypt.niu.edu.tw

Issuer = Let'"s Encrypt Authoritsy X3

Serial HMumber = 033CAIGEOCRTITEZIEGZ2CZO9BCI6ARABSCELZAS

SHA1 Thumbprint = 02DD4381624CA3RF32E4079C6d4940Z22TC5C6TS5E4
Key Length = 4096

Signature algorithm = SHAZSE + RSA (excellent)d

Secure Renegotiation: Supported

o SSL Certificate has nokt been revoked

O CsP staple: Nok Enabled
OCsSP Origim: Good
CRL Status: Mot Enabled

«” SSL Certificate expiration

—a . N - - i e e e o Fem— 8 - N ' -



https://www.digicert.com/help/

