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admin Second

123456 Second

a123456 Second

12345678 Second

1qaz2wsx Second

123456a < 1 Second

janejane123 2 Minutes

password < 1 Second

a123456789
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https://www.youtube.com/watch?v=IeyAq5auoy0
https://www.twcert.org.tw/tw/cp-104-5359-9c0ac-1.html
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https://www.sysage.com.tw/news/technology/211
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https://www.sysage.com.tw/news/technology/211
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BRIZRIE : htetps://reurl.cc/ReX3AG

What Happened to My Computer? e
Your important files are encrypted. @

Many of your documents, photos, videos, databases and other filés are no longer
accessible because they have been encrypted,. Maybe you are busy looking for a way to
recover your flles, but do not waste your time, Nobody can recover your files without
Mour decryption service.

Payment will be raised on 2
Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, If you don't pay in 7 days, you won't be able to recover your files forever.

il We will have free events for users who are so poor that they couldn’t pay in 6 months.

SM62017 00:47:55

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the currem price of Bitcoin and buy some bitcoins. For more information,

|
Time Left ‘
502012017 00:47:55

Time Lelt

A ERGS BhFRee '#ZEA AZEESD EE 4R

3 28-32 80%
33}151% RREAHHAHRERES ? ERX FENERS Kt :04:48



https://www.nomoreransom.org/crypto-sheriff.php?lang=zht_Hant
https://reurl.cc/ReX3AG
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https://udn.com/news/story/6885/5888400
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What happened?

~ s, All your files have been encrypted. This includes (but is not 1 ted to) Photos,
Q NAP 'ﬁlz 4 @ m /\*l\ Ei\j’ - Docu:e:ts and Spre:dsheets. . e o .
Olocker#n ZixsE E I E et

This is not a personal attack. You have been targeted because of the inadequate
security provided by your vendor (QNAP).

What now?

You can make a payment of (exactly) 0.030000 bitcoin to the following address:
bclqcdve3qn83g44gmzrmgsces3rh2rogm93j9jcul

Once the payment has been made we'll follow up with a transaction to the same
address, this transaction will include the decryption key as part of the
transaction details. [more information]

You can enter the decryption key below to start the decryption process and get
access to all your files again.

important message for QNAP



https://www.twcert.org.tw/tw/cp-104-5359-9c0ac-1.html
https://www.facebook.com/groups/771468783554131/

TWCERT /CC

FFE AndroidFEB A i#E1515
SESEAppXE > IEEHIRESEARSS



https://www.twcert.org.tw/tw/cp-104-5249-3f048-1.html
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https://www.twcert.org.tw/tw/cp-104-5359-9c0ac-1.html
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https://reurl.cc/yQRZM6
https://mrmad.com.tw/iphone-poisoning-message
https://nordvpn.com/zh-tw/blog/shouji-bei-hai-ma/
https://www.youtube.com/watch?v=g_8JVUVLxTk&t=2s
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Insecam

Most popular ~ Manufacturers~ ~ Countries~  Places~  Cities  Timezones

New online cameras  FAQ ~ Co ZE United States(1074) %5// %%Uﬁﬁ%ﬁ?ﬁ% ’ E%%T ;‘I‘U}FUSEF‘ 15 LZ%vIJj*T‘ .
[[[[[[[[[[[ Google i::;sizwnce Of (295 [ Q) &F $ﬂ/£gﬁjz1§§%&§ ’ E/T/\ ﬁg E {E‘%ﬁ %1%% l:lj
T I B -
INSECAM - L s ey FECHOTY
B Germany(194)

11 France(148)

== Austria(109)
SIEUIEN - G7ech Republic(108) l
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https://law.moj.gov.tw/LawClass/LawAll.aspx?PCode=I0050021
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