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Ҧ Ἡ ℓιṏ Ѽ
⅝ҨỀḠԅᴣΆӝ ᶺή ו

ADAS Ӿ י ￼ ιוּ
ӉҚ ᷂ ￼ᴵ ớ

VicOne∩ ḍ א ᾧ ẉ∩
Ḡ҆ҭι 2005 Ҟ 300ʌוּ ᵼ ḭᾢ
∩￼וּ Ḡ҆ҭ

https://www.ithome.com.tw/news/162879

Ḭ Ḧ℗ ADASᾃ

ᶈ Ḡᶽ ҇ᶾѮ ◗ ѧι Ἡ⁄ỌἩ ▄
ת VicOneḍ א ᾧԇ ᾂ ҃ ײ ḧ∩
ADASᾢ ￼ѕᶽ ᶚι 28 ᾢ
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ᵷҙ ԃⱳ∟ ḟ ⌠

https://money.udn.com/money/story/122331/8846594

ᴿ ᵸҚ⃰ҨׁἍ῾ῶ￼ ẙ Ԅ↓ ╗וּ
╙ ΰ Ṫ ￼ ק ιֹԇԊ Ἅ￼
Ὸ ι Ἡṭ ᾹԀ῭Ḯṵ῁їּו ￼Қẻ
ᵸҚOptimus ᶈ2026ẉ ι῾ Ḳẛ￼Ḳ י
ᴵת Ѽῗ ᵸҚ

ᾧὝ֧ι ᶈṰ וּ ᵸҚᾢ Ṫ ҆ҭ ῶ ᵸҚ᷂ί
ᵇҚ ᴞ ҆ҭᶺ Ẫ ỵ ᵸ᷂ ἆṪҚᾛ
Ӑј ι Ỵᶹ

ј ι῾ ᶢ ᶽᶚ ₩ᶚεLLMζ￼Ӿ ⱶתAI ᵸҚι ᷂ί
ᴵ ῗῶ ￼ LLMI Ỵַּז ἆ ᵸҚ֧
Ẍ ι ‛ ᵸҚ
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ⱳ∟Ѧ ӟ ḟψ

1. ḃḷ χ זּ 123456 ἆּוῄ Ḹ ι ἄ ￼ιӵ IlovePizza2025!

2.Ṇị χᾠֹ᷈ờ￼ ἆemailεӵῗ ứ￼ץ ῶ ι ℅ ᴨ ζι
ιᴵ ῗ

3.Ήᾚ χἐ ἆ ֧ ῭Ὰ ι Ӳ ι῭Ὰ Ӣ Ḡԅ◖╓

4. ү ᾔχ ⱢⱭ ᾰҭ ệᶺḕ Ұֹ ἆ ιҨ

5.ⱴ χӵGmailἆ ᴵҨ ιᶺ Ӡ

6



ḟԄַײєᶼ

ṏӵӑјṸῺ ṗ ӝ ӑ￼ῄ ι Ḡ Ӡӑ￼ ᾳεӕḅLINE

ᶾ ӡּזᴊ ζᴱῶӑᵙά ￼Қ

ӕḒχӑ╗וּ ҃ἐ Ḹ ἆὝ ι Қὗӑἐ Ѽ јֹ

ӑ￼ ᾳ

ї ҙӱּזα ḷ β

ỳӵӑ ҃ Ṃ ￼emailι ‛ ҚӲӲᾡἄ ѓԆ ￼ ḳ

Ḡṏῗ Ӡ ӑ￼ ᾳј ᾡιӠὙᴝ

ӕḒχӑ╗וּ ⱢⱭ ῷᴤι Ḡ ӠⱢⱭј Ỵᾡἄ ￼

ї ҙ ᾂαḡᾐ β

ӑỳּז ι ‛ ҃ιᴁᶾ︡ј ᴞι ṏῗᴵּזớ֧҃ Ḡ Ӡӑ

￼ ἆῸ ⃰Ẃּז

ӕḒχӵLINEἆGoogle╗וּ ⱡ ιӑṏ ῶᶺ ι Ḡṏῗ ԁ ừ

ⱴαᴴⱴ β
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( )

(DDOS)

SQL Injection( )

DNS 

ǛCisco (https://reurl.cc/VjYQd5)

( )

8

https://www.youtube.com/watch?v=8DqE21SBHl0&t=49s
https://www.youtube.com/watch?v=8DqE21SBHl0&t=49s
https://www.youtube.com/watch?v=bJMMP3NgqJs
https://www.youtube.com/shorts/GwsJ9e-T2ec
https://www.youtube.com/shorts/GwsJ9e-T2ec
https://www.youtube.com/watch?v=rz_jZQWZs6I
https://www.youtube.com/watch?v=rz_jZQWZs6I
https://www.youtube.com/watch?v=vqtH_-axJdU
https://reurl.cc/VjYQd5
https://www.youtube.com/watch?v=LC-g00daGRY
https://www.youtube.com/watch?v=LC-g00daGRY


ǯ Χ

ǯ

( ) ǰ

https://www.youtube.com/watch?v=VqrKmDT6Z2o


- ( )
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AI Ẽ ҥ

11

https://www.youtube.com/shorts/6uHQ0VdKQ0s
https://www.youtube.com/shorts/2JCaOApRGn4


AIẼ ҥ

Ǎ Ǎ " "Ǎ AI Ǎ
" "Ǎ Ǎ Ǎ

Ǎ 9 Ǎ VIP
Ǎ Ǎ Ǎ

" "Ǎ " "̙

12

https://www.youtube.com/watch?v=WeoJIU3RXU0


ὔ Ẽ αIPCAMβ ᶸ ҅Ҭ

(IP Camera)Ǎ ǂ
80ǆ IPCAM Ǎ

Ǎ ̙
Ǎ ̘ Ǎ

Ǎ Ǎ
̙

13

https://news.ltn.com.tw/news/world/breakingnews/4814717?fbclid=IwZXh0bgNhZW0CMTEAAR1SDeAQaA279J5Us0LXbH0iAt7X5mFgQqJbbHNDQGyvWKn0WYzZ6ZFQ6Jg_aem_atJKV9hmS3vKPRyYbyiTSQ&prev=1


( - EMAIL )

їף ᴵּת￼ Ḓ ҭ

ף ώӗ Ḓ ҭᶊᶍ

Ḡ ҭ / Ἀ

14



ї Үổ ו ’( - EMAIL )

Ǎ Ǎ
ZIP

conference -2020.docx.zip Ǎ
ǉZIP

conference -
2020.docx.exe )Ǎ

Ǎ
̙

15

https://www.ithome.com.tw/news/137789


?

Ǜhttps://nordpass.com/most-common-passwords-list/

Ḹ ј Ḹ?
16

https://nordpass.com/most-common-passwords-list/
https://cyberdefender.hk/password-strength-tool/


?

Ǜhttps://www.storm.mg/lifestyle/434683?page=2

ǯ

ǯ ( )

ǯ ( )

ǯ

17

https://www.storm.mg/lifestyle/434683?page=2


?

Ǜhttps://www.twcert.org.tw/tw/cp-104-5359-9c0ac-1.html

ǰ

ǰ

( ǯ ǯ )

2013ẉςCryptoLocker
ḸΆẪιז2048ӈӺ￼RSAזּ ћ Ḋ ∂
ᾟҥ

1989ẉ - AIDS Trojan / PC Cyborg

2007ẉςWinLock Ẇ ‟￼ Ỵ

18

https://www.youtube.com/watch?v=IeyAq5auoy0
https://www.twcert.org.tw/tw/cp-104-5359-9c0ac-1.html


₰ Ѳ ở Ḭ

⇔ ѳ (EternalBlue)ιּי ḲḠԅṕ(NSA) ιῗ
Windowsזַּ ￼SMB ◖╓(MS17-010)ι ᴨ
ῳ זַּ╓◖￼ Ẫ 2016ẉ ḭ ẽḒ ḭ

(The Shadow Brokers) ԄӜ҃NSÄ͂ ї￼ Ḹ ᾢ
Ά Ẫ(Equation Group)ιᴨệ Ḋ ᵩᾢ Ṫԏι
ẉ4ῴԇ ҃DoublePulsar FuzzBunch

EternalSynergyᴣEternalBlue ᾢ Ṫԏ

יּ ⇔ ѳ ӹ ḭ үỴ Ẫιј
Ṉ ḭַּז℅⸗ớιᾉ ן ᾢ ỉ
2017ẉ3ῴ14ῄṰ ṵ Microsoft WindowsӢ Ẫι
ᵃẉ4ῴ ◖ ιҠ Ậ ᴿ ן ᶽ ₩ᾢ ι
ῳԏҦ ớ￼ ᶈԇ ῴѳ ￼
WannyCryᾢ ιᴰᶹ ῶNotPetyaᾢ

2017ẉ5ῴ - WannaCry

Windowsזַּ ҨӢ ￼◖╓ ⇔
ѳ (EternalBlue) ᶽ ₩￼ᾢ

19



̙

Ǎ .crypt̘ .locky̘ .AAA̘ .XXX ̙

Ǎ .txt .html ̙

Ǎ ̙

Ǜhttps://www.sysage.com.tw/news/technology/211

20

https://www.sysage.com.tw/news/technology/211


Ỗ מ Ꞌ₥ Ᵽᾛẩ

ǯ
ǰ

ǰ

ǰ

Ǜhttps://www.sysage.com.tw/news/technology/211

21

https://www.sysage.com.tw/news/technology/211


מ Ꞌ₥ַײ

1. Email ǰ

2. Email ǰ

3.
ǰ

4. ǰ

5.
ǰ

6. ǰ

Ǜhttps://isafe.moe.edu.tw/article/1992?user_type=4&topic=9

22

https://isafe.moe.edu.tw/article/1992?user_type=4&topic=9


’Ӕ֪Ҕ-ṯוḷמ Ꞌ₥

Ǜhttps://ofeyhong.pixnet.net/blog/post/226059662 23



ḟԄ-ẁ ’Ӕ֪Ҕ1

⁮ӕ1χ ᴨ ᾳ

χ Phishing

email

www.bankname.com.tw
OTP

24

https://youtu.be/WyxOQzoe2Is
https://youtu.be/uq8-kuS7KQU


ḟԄ-ẁ ’Ӕ֪Ҕ2

⁮ӕ2χּוּזῄ Wi-FiḸ ṗ

Wi- Fi 19950315

Wi- Fi

χ Wi-Fi

Wi-Fi

MyCat2025!WiFi

WPA3 WPA2

25

https://tech.udn.com/tech/story/123154/8180811


ḟԄ-ẁ ’Ӕ֪Ҕ3

⁮ӕ3χἐ ῭Ὰ ן ӊ

APP
1000

χ Malware

APP

Google Play App Store

26

https://tw.news.yahoo.com/%E5%A5%B3%E6%98%9F%E6%89%8B%E6%A9%9F%E9%81%AD%E9%A7%AD%E5%AE%A2%E5%8B%92%E7%B4%A2-%E6%93%94%E5%BF%83-%E5%80%8B%E8%B3%87%E5%A4%96%E6%B5%81-%E7%B5%A6%E9%8C%A2%E5%BE%8C%E5%8F%88%E5%A8%81%E8%84%85%E7%A7%92%E5%B4%A9%E6%BD%B0-072800748.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAABilZDIhdpkybGarsZ-xj3n094MtEBtYTqsYxx-qEMfqusIlAvZz4rb442UDouprCMqd_Ua6h4t5nODjwUu2gvTIenjxfkZ_mi8Zd1McArDsed8-_NsqhA8L6qp247rEw8QW7uX_blURtRskj21PBIKOS14G2qqbTitc1FFxtjVn


ḟԄ-ẁ ’Ӕ֪Ҕ4

Wi- Fi

http:// https://
< Wi- Fi >

χ Wi-Fi

Wi-Fi VPN
https://

⁮ӕ4χᵚ ԇԊWi-Fiזּ

27

https://tw.news.yahoo.com/%E9%83%B5%E8%BC%AAwifi%E8%97%8F%E5%8D%B1%E6%A9%9F-%E5%A5%B3%E8%8A%B18%E5%8D%83%E8%B2%B7%E7%B6%B2%E8%B7%AF-24%E8%90%AC-%E7%9E%AC%E9%96%93%E8%A2%AB%E6%B8%85%E7%A9%BA-101541482.html


ḟԄ-ẁ ’Ӕ֪Ҕ5

⁮ӕ5χ Ḑ זּ Ụ

Instagram password123
5000

χ

Sunny2025!Ig

2FA APP

28

https://www.cib.npa.gov.tw/ch/app/news/view?module=news&id=1887&serno=7c9be9cb-9957-433a-8b44-e4c29577e6c6


ḟԄ-ᾤẁᴍ Ểזּ

ώ״ Ỵ ᶭז ₦Ổ

Wi-Fi

29



1

2

4

ᶹ ￼ χἄ ᵓ

זּ ᴨ Ұ ԝ

זּ Ҳ ᵬ Ḹ ᵬ ᴩ

ᶸ ײַ

│ ᵖ￼ ֺ Қ ᾳ￼ ιזּ

ῗ Қ ᾳѳ ιזᴣַּת

Ҩ ԁҚ⁪ ᴩӜḱι Ӟ Қ ᾳѳ

ᵀזַּת

ӟ ←- Ᵽᴜ

ӮḄ Қ ᾳ￼Ӡ ιᶢ іῶ Ἡ

ת │ễѕᶽ ￼ ᵀ ῶᾦ Ӑ

ӟ ײַ ᾛ←

3 Ẃ ᶹ ᴝᵼῶ ḷEmail ҭ῾זḸ

ḧ ᾳԇ ᾰҭ ᷂ ᷂

Ỵᾢ ChatGPT ᶾṇỌ ◖

ᶸ ’Ӕ

30



Ӑ ᶸ ײַ Ὼ ψ

ḋᵄ ᶊᶍ Ұ
Ḹ ᾳιּה

ⱶ ῶᴵ ᶹ

ῆ╙֧ιӑᴵ ֻ ᵄ
ᴩ ᶺ

31



ᶸ ײַ σở ᵒָא

ΆẪᶹ ιḳ῏ὶ
ֹ ὸוּ ἆ
Ụ

ᾳּה ᴵ ᶈ Ṵ Ґ῏ι
ᶺΆ ј

https://www.setn.com/News.aspx?NewsID=316542

32



ᶸ ҆σ ⱴ

Å ḭ ᵃזּ Ḹ︡Ԅӑ￼
ᴿ χḅFB LINE IG

Å זּ
ἆ ᴨ ת

33



ᶸ єσ ᴧ

Å ᾳᶹ ι ḭ
ᴵᾛӐ ֻι
ἄ ᷂

Å⸗ ῗ ῾
῭

https://www.ithome.com.tw/news/160048

34



ᶸ ᵹσ ү Ԝⱴ

Å ḭַּז ֫ ᴣ ᴵ
ᴊἆấ ֫

Å ῆ זּ זּ│ ι ҆Қ
ᴵ ֶἆ

35



ᶸ Ҋσұ ᵫ ḷ ᵫ ᴨ

Å ᶹ ᾳ ԇᴻῶ ι ḭᴵ
Ӭԝӑ Ỵ ҭ

Å ԇᴻᵬ Ḹᶹ ᷂
ḭ ӡү╙᷂

36



қ ᾉ ӟ ψ

Ǎ

̘ ̘
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қ ᾴ ӟ ←ψҙ― ӟ

ḧ҃ Қ ᾳ￼ḧ ᵀ│ᾠ ᵙӔּז￼ ҭι

ᴣ Қ￼ ַ

←

ḅ‛῾ ά ᾚ ἆַּז ι ₲ᵙԎҤ ҚѼ ᵇѮ

ךּ ι ṯ￼

Ί Ὄ ( ῑᴧỆᵂổ)

│ ᵖ￼ ֺ Қ ᾳ￼ ιזּ ῗ Қ ᾳѳ

ιҨזᴣַּת ԁҚ⁪ ᴩӜḱι Ӟ Қ ᾳѳᵀזַּת

ҧ Ѳ
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қ ᾴ ҙ ᾔ ?

◕

ԍң

σ

ҙ ᾔӟ ← ҆ ᾭ

39



│￼ │ ￼ῗό

1

A. ԁҚ⁪ ᴩ ?

B.Ӟ Қ ᾳᵀזַּת?
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│￼ │ ￼ῗό

1

A. ԁҚ⁪ ᴩ ?

B.Ӟ Қ ᾳᵀזַּת?

Ҩі ῗ

41



2

Ӿ￼ᵄḔῗ ?

42



NOι Ӿјῗ ⱡҚ

2

јᶈ Ӡ │Ӡ
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Ḧ - ҙ ᾔ їᶇ

EMAIL
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ᾈỖ ῑᵣҍ?

45



ҙ ᾔөᶹṇ?

https://www.privacyaffairs.com/dark-web-price-index-2023/

Ῠ ⁪ (2023ẉ)

46



Ᵽ- Ᵽֶⱴᴜ

₇

ǯ

ӟ

ǯ

ᵒּר ҅ҙ

ǰ

ẘᴥ
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Ᵽ-ⱳᵗ Ῑ

1.

5.

3.ַ זּ

2. ת

4. ḕ

ǯ

ł

ł

ł

ł

ǯł
ł
ł

: ?
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Ᵽ- Ᵽ ֶⱴַײᴿ←ᴜ

ǯ ǯ

Ǎ Ǎ

Ǎ

Ǎ

49



- ᴥ ҙ ᾔӟ ←εῑᵣҍ←Ễ Ү

>

>
>

>
>
>
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Ԇ ᴥ ײַ← Ү

Ǎ Ǎ
̙

- 32-40

500 2 Ǎ
2 ̙

- 28-31

100 Ǎ 5 Ǎ ̣ ̤
̙

- 41-46

51



112Ẉ ←ӡ₇ (112Ẉ5ῐ)

Ǎ 2023/ 5/ 16 ̣ ̤Ǎ

2
ǯ200 15
ǯ1,500 ǰ

Ļ 1,500

52



Ǎ

2~20

2~200

Ǎ

15~1500 Ǎ

15~1500

112Ẉ ←ӡ₇ (112Ẉ5ῐ) ӡ ← 48

ώ ᶹ ҆ҭ ιҨӞӔ ԇ ז Ḡԅ ι
ἔ ᶧ ⁮ҭ

53



(Smishing )

̘ ̘ Ǜ

̙

̘ Ǜ Ǎ ̙

̘ Ǜ Ǎ

̙

7 11 Ǻ

ǻ

5450 1
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(Smishing )

From:
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Ẉ ᶼ ḟ ᶸ ҅Ҭ

ԇ ᾼ

2021 ᾤ ᾤ ᾳ ḭᶈῨ ᵩ2357 ᾳ

2023 ḭן ᶹ

2023.3 ᾥ ᾤ ҭ׳ ײ

https://topic.udn.com/event/newmedia_hacker_taiwan

2023 ι ḭᾢ ⁮ι ⁄ 200 Ӻ

2023ẉ ᵝּו╗ Ӡ ẑ ӮḄιḌᶹ ᵬ῾ ת ιṰ ᴦ │ 27 1
ḧι Ὰᴶ 20 Ӻ ᵝּ10╗ו Ӻ

56



╦

2017.5 ι 36 ᶹ ι ḭ

2023.1 iRent40 ᶹ

2023.1 ᴈḭ ᵝ 5Ḳ ᵬ ֭҆ ḻṕ ᵄ

2023.2 ỉ 90 ᶹ

https://topic.udn.com/event/newmedia_hacker_taiwan

Ẉ ᶼ ḟ ᶸ ҅Ҭ

57



2016.7 ḭԄӜ 8327 Ӻ

2017.2 13Ḳ ּԇᴻ ḭן

2017.10 6010 Ӻ

2021.11 7Ḳ ּ ῼ ᵬ ḭᾖ ᾢ ḭ Ẃї

https://topic.udn.com/event/newmedia_hacker_taiwan

Ẉ ᶼ ḟ ᶸ ҅Ҭ

58



Ἡ

2018.8 J וּ ӯ ᾠ ᷂ 52

2019.3 ḭԝᵄ ᴨ ₲

2019.3 ῭Ὰ ԄӜẽ і ᴶ

2020.11 ╤ ḭ ᾳן

2021 ḣ ῄῴӿ Ἡ Ӻן ᾢ

2022 7Ḳᴁ ᵬ ḭṝ Ὑ ớ ḍ εAPTζ

https://topic.udn.com/event/newmedia_hacker_taiwan

Ẉ ᶼ ḟ ᶸ ҅Ҭ

59



ᾉ ⱷ ӓⱴ‏ ỡΐ ᴢӓⱴ ҙ ᾔ↕ổ҅

Әᾨ 113 2ῴ21ῄ ᾨ Ḕ 1130015530A ֩

҇ ᵼ ῼ ᾨ Ἅ › ԇᵓ ι῾ ק Ӑᴏ ԇ
ᵓι ἄ ᶹ ҆ҭ

›Қ ᶈ ι ọ ḟ Қ Ӡ │ ḧι
ᾨ ›Ӕּז ἆῸ ᴣӔּז Қ ├Ỵ҆ Google

Қ Ӕּזᴝ εhttps://sites.google.com/email.nchu.edu.tw/gformζᴣ
ấ ‬ ֺι › ԇᵓі‟ ᴣ ‬ ֺι ọ Ӡ
ᶹ תּ

ѕ ᴰӘ Ḡԅ҆ҭ ᴣ │ ι ủ Ḡԅ҆ҭ ι ›
ṇ Ḡԅ҆ҭѳ ψᴰ Ḡԅ҆ҭῶ ԇ Ḹ ᾧỵ
ε Қ ζ ỉ ἆ ᾡι ѕ Ḡԅ҆ҭψ ᾨ Ḡ҆
ҭ ῎ ѧ Ҩї › Ḡừ ᴣ Ӑ

60



ᾉ ⱷ ӓⱴ‏ ỡΐ ᴢӓⱴ ҙ ᾔ↕ổ҅

ѕ › ᾤ ￼Ӕּז ἆ Ὸ εḅGoogle Microsoft 
Forms ᴒ ‬Ὸ ζ╧ᴣ Қ ᾳ ι ├Ỵї֯҆ χ

ε ζ ᾳ ῳṇקχ ћ ת ￼Ἅọ ѳ Қ ᾳι
זᴣַּת ιјệ ⸗ḧ ￼ѳọ ι ѳ ￼ԏῶ⃰ ᵀת
ѳ

ε҇ζḕᴨίֺχ ├Ỵ ⁮ḕᴨ ḧι ῳṇ ᴝ ι ӹ Ӕּז
Ә ￼ιὝ╘ү Ἅ ѳῳṇά ḕᴨ

εѕζӔּז Ὸ ι ḧ ḳιјḩӔּז Ԋᵃ Қ ᾳ
⁮▐ ι ├Ỵ ԁ ḧӹ ԎҤӔּז Ӑ ḳεḅGoogle ј ע

ᾎ ᵙԎҤӐ ḳ ζι ԁӔּז ԎҤӔּז ᾳι
ἄ Қ ᾳᶹ ԇ ׁ ӮḄ ḧ ‬ι ᾛӐ ι
Ԝ ṵ

61



ᾉ ⱷ ӓⱴ‏ ỡΐ ᴢӓⱴ ҙ ᾔ↕ổ҅

εᵺζ ѳ Ḹớχ זּ Ḡԅ ḧεHTTPSζזḸ ι
ӔּזTLS 1.2 Ҩіⱱ 

εҋζ ᾳ ḕḠԅχḅ╧ᴣ Қ ᾳӠ │ 6 ѳ Қ ᾳἆԎҤᾧỵ
Қ ᾳι ҨזḸΆẪ ḕ

εԈζ ḧ Қ ᾳӠḕῼ ι ῼ ἆ ₿ ѳ Қ ᾳ҄Ҩ
ἆ ι ԁ Қ ᾳᶹ

ᵺ ᴿ›ἆԎѮ ệӘ ├Ỵ҆ ι ḧᴿ› Ӑ ╙ ḧ
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ᶸ ᴜᵻ-’Ӕ֪Ҕײַ

EMAIL
220 Ǎ 104 108 8495
̙ Ǎ Ǎ ̘

̘ ̘ ̘

̘ EMAIL ̘
̘ ̘ ̘ ̙
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Ḭԃӛ7 Ѧ‏ ᾉ ‏26 ╒

ừ←ὒ :

ḭῗ 1Ἅ ›￼ ◖╓ԄӜѮ ιἄו
Ỵ Ẫι ᴨ ›￼ Ḹ ι Ҩ
Ḹ ιἄ︡וԄԎҤ6ἍӔּז Xԇᴻ￼ ѧ› ᾤ
εԊ7Ἅ ԄӜζ

Ẽ :

ԄӜ￼7›ι ῶ19›Ӕּז Xԇᴻ

ⱱ› ᾤ εԊ26›ζ
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https://udn.com/news/story/6885/7866995


7 2

2024 3 29 Ǎ X Ǎ
Ǎ

Ǎ ǜ
27 Ǎ BF Ǎ 2

Å

Å Ǎ 6
Å Ǎ ̘

From:https://www.mirrormedia.mg/story/20240409soc003
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ᾚ ’Ӕ- ᶼ ᾱ ₒ

https://www.cyberresilience.com/threatintel/apt-group-kimsuky-targets-university-researchers/

Å ǯ

Å Ǎ ̣ ̤

Å Ǎ

Å

Å ̘

Å

Å

Å ̘

Ǻ ǻǯǺ ǻ
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https://udn.com/news/story/6928/8530540


ᴨ ᶸ ҅Ҭᶬו

ᴩ ҆ҭᶭזι ⸗ ᾳ ḅ ᶢ
CrazyHunter ԄӜιֿפ הּ ᶈῨ ᵩ

2025 ẉ ᶽ҆ҭχ
ε2025 ẉ 2 ῴζχ CrazyHunterן ᾢ ι600 J Ҩі
ι פֿ֫ ᾰҭ ḸṂז Ά῾ᾟҥ ιӇ

Ӣ

ᶢק ᾨ ε2025 ẉ 3 ῴζχᵃ CrazyHunterԄӜι ῾ וּ
ᾳᶹ ιӇᶺ

ỷ ε⁬ ѧ ι2025 ẉ 4Ќ5 ῴζχ ӆתּ NightSpire Ӝι
Ά Ὸ ᴩ ι ệ 800GB ᾳ

https://www.twreporter.org/a/hospitals-sensitive-data-breach
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ѧ ￼ ḭCrazyHunter Ҟẉε2025ζ2ῴ ι ᴶ ѧỌ
ớᾢ ᾢ Ӿ ḧ ι ⁄Ọ ҧ ӯ ι
ᶽ ᶢק ᾨ ᴣԎҤҲ ḭј Ḹז ן⁮ ι῭ ᴨ҃ᶽ

פỨֿפֿ Қ ᴣἐ ι ѳԇṵ іι ᴶ Ḥ
⸗ ᾳ ᶹ Ῡ￼ וּ

⃰ ᶽ ≈ ᶈᾺẉ ￼ ιᵄ CrazyHunter￼ ḭ ᾑ ҃
￼ ιҤṇỌᶊ ‬ ֽή ᶽ￼ ι ᶈ ᶾ ḧ◖

╓ι ῶ ᶺ ת ￼ADѮ ￼ Ḡ⁄Ọ ֹᾢ ι
ḭ ṯӔּז￼ ἄᴍ Ẫ ⅜ ιἄו

ᴶר ᵙ▀↨ ￼600ʌ ᴶ ι Ḋᶽ ᾫṵḅ
crazyhunter.exe￼ Ỵ Ẫι ὶ ֹ￼ᶽ ⁮ Ḹіז

https://www.twreporter.org/a/hospitals-sensitive-data-breach

ᴨ ᶸ ҅Ҭᶬו
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ᾚ ’Ӕ- ײ ᶸ∫ і

Å

1660

ǯ ǯ

328

Å

Å

69

https://www.youtube.com/watch?v=Cg1D5omm-6E


ᶸ ᴜᵻ-’Ӕ֪Ҕײַ

OpenAI ⸗΅εSam 
Altmanζ ῄᶗ

זּ ChatGPT Ọ ￼ ј
ᴩ│ễі￼ Ӡ ι│ ῶ

ἄ

ἈChatGPT ịⱣ ψOpenAI σ ←Ễ

https://stock.ltn.com.tw/article/md7db9wjrrum
Open AI ⸗΅εSam Altmanζ
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ΪChatGPT11 ḷ ᶸ∫GoogleԄּזӾḤᾛ

https://tw.news.yahoo.com/%E9%A9%9A-chatgpt-
11%E8%90%AC%E7%AD%86%E7%A7%81%E5%AF%86%E5%B0%8D%E8%A9%B1%E5%A4%96%E6%B5%8
1google%E5%85%A8%E7%9C%8B%E5%85%89-
%E5%AE%98%E6%96%B9%E6%80%A5%E6%BB%85%E7%81%AB-071000436.html

ᶈӔּזGoogleᾆ ιỴᶹ 500 ChatGPTӔּז
AI￼ ḳι Ӕּז ḕ Ṫԏ ӿ ῭

ἧֹ 11 ᴞ￼ ιẬ ᶹּף AI Ḡ Ӡ
￼ ẙ ├

҆ҭῪӿ ιChatGPT ԇᴻOpenAIṰ 114ẉ7ῴ31ῄ
֫ҕ ᾆ Ậᾜ ו

Ҏ ᶾ ḳ╧ᴣ Ґ῏ ︢
ᵟ Ᾱ ᾢ ￼ ỳιּה ᵍץ פֿ │ễ
Ḹ
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ChatGPT Ḧ ₆ ᾁ ᾔε Ԁ ᶸ

https://mrmad.com.tw/how-avoid-chatgpt-personal-information-privacy

҃ώ״ChatGPT ῎ẙ Ӡ Қ ᾳιOpenAIѼᶈ 2023 ẉ 11 ῴ 14 ῄ῭Ὰ҃ ᾤ
ι῎ ᾂ ᾠ ᵤҎ ιᴡḅӍ זּ

ᾛ← 1. ⱴ ᶽ⁴ẩσ ⅝ Ḹ ιӵῗ ᵘ ῐẚᵘ ‘ ι Ԅ

ᾛ← 2. ҙצ Ḕַײ σ ԁAI Ὑ ᾠ זּ ớ⁪ᵙ ᾳ ᵻ

ᾛ← 3. ҙצ ᶽ σ ת ι ԅ ṏ ₭▐

ᾛ← 4. Ӯⱴ ᶽ ᾂᵰAI⁴ᶙσ ῗјỳChatGPT ᶾ זּ AI₩ᶚιѼᴵҨ ṯ ὁ ώӗ

ᾛ← 5. Ộ ԃ Ԁѕ ᾈỖ σ ῗјἔ ChatGPT ו ι ṏ ᶾ ף Ԅ ᾧ
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ḄӌḟԄӓⱴChatGPTψӟ Ӑַײ Ḳ

https://dailyview.tw/popular/detail/29817

1. Ԁ ԃ ҙ ỡᾈỖ χץὐ Ұ Ḳẛ Ӱẞ ᾳ ι Ҏ ј
Ԅ AI ѧ

2.ї AI ӏ Ỗ σChatGPT │ώӗỌת⌂ ιѼ ת│ ￼Қ ừỵ ֹừ ι
∂ Қ י

3. Ộ Ể₤ ⁸ ԃσἍῶ Ԅ ḳ ῶᴵ ἆ ιזּ Ӿộ ḅ‛ ⅎ ԇ ιἅ
ῗᵋ ὶᴩό ᴏӔ ᶾ ו ιѼјҦ ᾳḢԅ ј ḕᴨ

4. ҏ χAIј ᵀ │ễ ἆ ι Ҏ Ґּיԏ ⁪￼Қ ת

5.ḦῙ ӓⱴ σ ӑ Ẃ AI Ọ҆ιּה ҫ AIӮ֧ ḧι ᴵ ῗ ӯї Ὰộ
￼

6.Ṇị AIַײ σChatGPTῶ ӡᶊ ιּז Ẃ ḧ￼ ֧Ԏ ј⃰ ￼ Ӕ
זּ ӠὙ תּ ẙι ḳ ℓ‬ ιј ḢԅⱢ ԅᾠ
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Ԝ ẩ’ӔσӫԜּרᵃApp
̣ChatGTP̤ ̣P̤
̣T̤ Ǎ

̙ Ǎ
Ǎ

̙

ChatGTP ̣
ChatAI Tech̤ Ǎ

Ǎ
Ǎ ̙

ChatGTP
Ǎ
Ǎ

3340 Ǎ OpenAI
ChatGPT Plus 660
̙ 74



Ӑַײ ụ ḟԄ ?͂ ײַטּ ?

ESP32ῗ ₲ᾯᵀ҃ ⱳ BLEᴝ

Wi-Fi ￼Ẉ MCUῢⱭ
ᴵ ┌ Ӑ ᴿ ⱶ ιῗἔזּ ṗḲ
ק јᴵἆ ￼⁄Ọ₩

ΰ ί χᾉ ᵸ₩ ιּזἐ App 
ỵ χӔּז ᴏ ιӠ ṗḲḠԅ

ίֺיἐχ ὶ Ԁ ₩ APIιἔ ṯ￼ תי
ᵝ σᾯᵀ ẙ PM2.5 ỵ ᵸι ὴ

ἊẪ
ḑừ
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Ѧ ᵜεὨ ἷҦ? ESP32

ѧ Ӑ￼ ῢⱭỉίֺᵸ ESP32 ῶ Ὕҧι ῢ
ⱭᵼԎ Ӊ ⁪ε 2 Ӻζ ԅר ᶺᶽ Ṵ ￼ⱶ
ἍӔּז

ESP32 ῗ ӈ і╤￼ѧ ԇᴻ Ἅ ι⁞ 2023 ẉ
ԇᴻ ṯ￼ ῎ ᵓι Ҟ ῢⱭṰ ᵩ ײ ι
Ѽṏῗ ׁῶ ײ ᴵ Ṱ Ӕּז ￼ῢⱭ

https://kuma-academy.org/article/100

℅ יּ╓◖ ⱳם Ḡԇᴻ Tarlogic
Security ￼ Қ Ἅ ι

114/3/6 ᶈ Ị ￼ RootedCONḠ
ԅ іԇ ќ

ᶨ ᵁḠԅ Қ זּ ԇᴻ ￼Ḡԅ ⁄ṪԏUSB ⱳ Ẫ
εBluetoothUSBζι јᵃ ᶚ￼ ⱳ Ḡԅ ι

Ỵᶹ ESP32ԏῶ29 Ἡ῾ԇṵ￼ Ὕҧι
ҎὝҧ Ѯ ίֺᵸҟ ᵘҧεHCIζ

Η Ὕҧӹ ḭ ᾛӐε / RAM ḕζ MACᶊᶍ₱ ε
ԝӼζ LMP/LLCP Ԅ├ץ ᾢ ιּה ₔԄ Ỵ Ẫι ίֺἐ

ΰ ἆ
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Үσ Ỡ ở

1

Windows+L
Ǎ Ǎ
Ǎ

̙

2
6 Ǎ 12
ǉ ̘ ̘ ǊǍ

̙
3

Ǎ
̙
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Үσ Ỡ ở

Ǎ
Ǎ

̙

Ǎ
Ǎ

̙

6

Ǎ
̙
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