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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2@ BERE Q& DI

] | Apply a display filter --- <Ctrl-/> =2 '.| Expression—- | +

L]

No. Time Source Destination Protocol Lengtt Info
294 0.88B7503824 2p01:c08:7f:158: : 2001:288:a001:5:9abe:133a:b3a5:abe QuUIC 1412 Payload

295 ©.88B7560477 2001:cO08:7F:15@: : f 2001:288:a001:5:9abe:133a:b3a5:abb QUIC 1412 Payloac

+ Frame 294: 1412 bytes on wire (11296 hits), 1412 bytes captured (11296 bits) on interface @
@ Ethernet II, Src: Cisco _56:e2:c@ (00:1e: 56:e2:c@), st: HewlettP_1f:46:34 (6c:3b:e5:1F:46:34)

+ Internst Prutocnl Version 6, Src!: 2001:c@B: ?f*lE@“f Dst: 2001:288:a801:5:9abe:133a:b3a5:abe
+) User Datagram Protocol, Src Port: 443, Dst Port: 51312
+ QUIC (Quick UDP Internet Connections)
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BB360 13 3a b3 a5 Ba be 61 bbh cB 70 B5 4e T4 bl 18 ed RS LpLNE. ..
po4a af cc 9e d6 ff 27 62 ab 9 da 90 17 3a 14 f3 ae  ..... B S T
Bpse  fg 3b @8 53 84 ef 57 b4 cod 1a ac 81 bf f@ bd 69 - T i
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O 7 Ethernet (eth), 14 bytes Packets: 442 - Displayed: 442 (100.0%) Profile: Default
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L2 Switch( % # %)
B>+ 0Slen% = k& (ARP => MAC Address)
*x gk

x F L 0 BEAET Tlan  Mac Address Type Ports
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Firewall
%IP_)SS Application
Proxy
Transport

Router Internet

Bridge

Switch

Network Access
HUB

Presentation | pop - SMTP ~ SSH ~
TELNET ...
Seesion
Transport TCP - UDP
ICMP ~ OSPF -~ RIGRP
Internet P
ARP ~ CDP
Data-link
Physical

From:ithome


https://ithelp.ithome.com.tw/articles/10185238




VLAN(802.1q)
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VLAN(802.1q)
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* Vlan ID(Tag)

VLAN(802.1q)

{Untitled) - Wireshark

File Edit \iew Go Capture Analyze Statistics Help

ey X BEEXEE 4 ¢

Qa8 -

4 Bytes

Destination Sounce a02.1: Frame
Addrass Addrass VLAM Tag Type/Len Data Check

2 Byhes 2 Bybes (Tog Contral Infermation) |

Tag U Canonical

Profocol F’)Er. Format VLAN ID

D 2o | ndlcator (12 B

0x8100 B8] gy

Broadcast

278 59,307214

QuantaCa ff:d3:5f

Efilter: “ Istp _VJ 4p Expression. . rii Qlear‘ Qfﬂpp\y‘
No. . |Time | Source ‘ Destination | Protacol ‘ Info
265 55.661443 Cisco_82:c5:04 Clsco_82Z2:ct:04 LOOP Rep Ly
270 57.841477  QuantaCo_ff:d3:sf Broadcast ARP wWho has 192.168.2.57 Tell 19

Who has 192.168.2.17 Tell 189 |:_|

| A

Frame 278 (64 bytes on wire, 64 bytes captured)

e
- =

802.10 Virtual LAN, PRT: 0, CEI: ©, ID: 2
b Address Resolution Protocol (request)

Ethernet II, Src: QuantaCo ff:d3:5f (00:1e:68:7f:d3:5f), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

0010 00 01 03 00 05 04 00 01 00 le 68 ff d35f [...... ... h.
0020 O a8 02 62 00 00 B0 60 00 00 cO a8 02 01 [
eecI00 00 00 60 00 00 60 00 0O 00 00 0 60 00 00 O

|802.1Q virtual LAN (vlan), 22 bytes | Packets: 332 Displayed: 80 Marked: 0 Dropped: 0

i| Profile: Default
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e PUTTY Configuratio

Categary:

]~ Session Options cortrolling local senal lines |

; Select a senal line
=)~ Teminal
- Keyboard Serial line to connect to
- Bell

- Features
[=J- Window Speed (baud)
- Appearance

Corfigure the seral line

- Behaviour S
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9600
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Password

Forgot Password
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Go to Full Site

Privacy Statement Cookie Policy

Trademarks Cisco.com
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Switch z 23K 2 (€ *  #i-5¢)

* & J‘ﬁﬁ?;‘

* ERFEAN S 0 7 ik LSwitch

switch=7

Exec commatnids:
Connect Open a terminal conmnection
di=zable Turn off priwvileged commands
disconnect Disconnect an existing hetwork connection
enahle Turn on privileged commands
2xit Exit from the EXEC
logout Exit from the EXEC
ping Send echo messages
resume Pesume an actiwe network connection
shotr Show running system information
telnet Opern a telnet connection
terminal Set terminal line parameters

traceroute Trace rouke to destination
1



Switch A # 2% (3 H51)

* ¥ AR EE § :xSwitch e ik

*

it

clear
clock
conficgure
Comnmiect
CoOp
debnag
delete
dir
disakhle
disconnect
ernable
erasa
exit

F 550 T 65 ~ enable » 4 € &~ iR S
Switch=enable

Switch#?
Exec commarnds:

Beset functions

Manage the =system clock

Enter configuration mode

Opeirnn a terminal comnection

Copvw from one file to another

LDebugging functions (see al=so 'undebuag' )
LDelete a file

List file=s on a filesystem

Turnn off priwvileged commarnds=s

Discommect an existing network comnection
Turnn on privileged commatrds

Erase a filesy=stem

Exit from the EXKEC



EBoot Commands=s
ernnahble

aricl

Switch zZ8 # 2k 7 (2> 3 fi-51)
* DB HC
*x { Fiwk TSwitchen 2 78 7 ¢ (8 1o ~ Vian ~ B d )
* T afiEfT ﬁiﬂ ~ configure terminal (conft) » 4 ¢ & » 2 3¥& i7"
Switchifconfigure terminal
Enter configuration commarnds one per line.
Switchiconfig) #7
Configare commarids:
access—-list Add an access list entry
barmnmer
boot
cdp
clock
CEYpLO
Ao

End with CHNTL/Z.
Define a login banner
exit

Configqure time—-of-day clock
Encryption moduale
hostname

Global CDP configuration subcommarnds
To run exec commanids in config mode
Modi fy enable password parameters
Exit from configuare mode
Exit from configure mode
interface

Set system's= network name

Select an interface to configuare



Switch & #5% (4 ~ 45 £ )



Switch & #3% (A ~ 45 £)

X R
o Switch#clock set 14:00:00 AUG 1 2018

& FrETH switch
o Switch#reload

A7 4K T
o Switch#setup

%$$%$%ﬁ€
o Switch#ping
o Switch#telnet
o Switch#traceroute



Switch & #3% (A ~ 45 £)

o show
m  Switch#show interface (& = %8 41 & & i)
e Switch#show interface trunk (&g 7+ $ g /i & trunksj i)
m  Switch#show ip (% 7 IP4p B % ik)
e Switch#show ip arp (% -+ P » IP22 MAC ¥+ & % )
e Switch#show ip interface brief (%7t P = 8 1 & £_F 282 IP)
e Switch#show ip route (5 7+ P # B d gy jv)
= Switch#show vlan (%2 7 vian; i)
e Switch#show vlan brief (& -+ ## & 4] shvlang i)
e Switch#show vlan id 1 (% 7+ Vlanid 1 s x)
m  Switch#show runnin-config (% -7 F = 3¢ {7 » «hSwitchx A 5P %)
m Switch#show logging (% 7+ Switch 73z & cr4p B 20 4



Switch # # 2% Z_(interface)

* RN w R T
o interface(¥F & & int)

= Switch(config)#int FastEthernet 0/1 (3% Z_FastEthernet O/l /i & )
o Switch(config-if)#description (F73 £ i /i 6 ey itt)
o Switch(config-if)#shutdown (R B 8 /i &)
o Switch(config-if)#no shutdown (Fc* 3§ /i @)

= Switch(config)#int Vlan 1 (3% @_Vlan 10§ /i & )
= Switch(config-if)#ip address 192.168.1.1 255.255.255.0

(2 VLAN:=IP - % )



Switch £8 # 2% Z_(vlan)

* Vlanik z_
o Access Mode : -3 4 & 4e » — BVLAN(FE X VLANEL)
o F- BHEF- BREFENAETE - BVLAN
o KE? S
= Switch#configure terminal
= Switch(config)#interface vlan 2
m Switch(config-if)#interface fastethernet 0/1
s Switch(config-if)#switchport mode access
s Switch(config-if)#switchport access vlan 2

Stwritchff=slh wrlaon

1 defauilt actitre Faos=z, Faogs=, Faoysd4, FadOysL5
FaOQss, FalOs7, Fadoyss, Fadoys3
Faos10, Fadys1ll, Fadsls, Fadsls
FaoOs14, FadOslE, FadOsles, Falsll?7?
Faos12, Faoysl2, Faoyszo, FalOszl
Faoszz, Fadysz3, Fadysz4, Gigoysl
GFigls =z

=z WLANMOOQOZ actiwe FaOs 1



Switch £8 7 2% Z_(vlan)

* Vlanik z_
o TrunkMode : & % Bvlantele - BRE A6 X TR - Hx 6 4 TR
= Trunk mode
O KIT> 3
= Switch#configure terminal
s Switch(config-if)#interface fastethernet 0/2
m  Switch(config-if)#switchport mode trunk
m  Switch(config-if)#switchport trunk allow vlian 1,2( ¥ =3 VLAN 1,2i7 &)

Switchffsh int trunk

Port Mode Encap=sulation Status Natiwe wlan
Fansz ol 80Z.1qg trunking 1
Port Tlans allowed on truank

Faosz 1-10a0k
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Vlan 3% Z_

"

#7H vlan - 3k Zinterface

Switch>en

Switch#conf t

Switch(config)#int vian 2
Switch(config-if)#description classroom
Switch(config-if)#int fa 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#int fa 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit

Switch(config)#exit

192.168.2.1

Fal

PC-PT
192.168.2.2



Vian £

2k 2 Vlan trunk(Switch 0)

Switch>en

Switch#conf t

Switch(config)#int vlan 2
Switch(config-if)#int vian 3
Switch(config-if)#int fa 0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#int fa 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#int fa 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vian 3

T

a— Fal

192.168.3.1 Vlan3

Fa0/3

o
Fa0 168.3.2

Fal/3

Faﬂj'l T Rad1 —
4———4--*

Fal/2 z itcho Trunk Switch
Fa0/2

Vlan2

)
L/

192.168.2.2
192.168.2.1




Vlan 3%

2k 2 Vlan trunk(Switch 1)

Switch>en

Switch#conf t

Switch(config)#int vlan 2
Switch(config-if)#int vian 3
Switch(config-if)#int fa 0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#int fa 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#int fa 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vian 3

T

F

192.168.3.1

Fa0

Fa0/3 Vlan3

"

Fa0 168.3.2

. Fa0/1 Fa0/1

e —— — -
? Trunk
Fa0/2 witch

Fa0/3

r—'J
Switch
Fal/2 ™\

=4

7

192.168.2.1

Vlan2

Fal

]

192.168.2.2
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74 Routersn4e 5% 4 & (HWIC-4ESW)

% 7 L B B Switch &

Physical | Config | CLI | Atiributes |

MODLLES |- Frwsical Device View
HWIC-1GE-5FP Zoom In | Criginal Size | Zoorm Cut |
HWIC-2T
L HWICAESW
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WIC-Cover
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Vlan 3% Z_

e £ Z Vlan trunk(Router0)
Router>en
Router#conf t
Router(config)#int vlan 2
Router(config-if)#ip address 192.168.2.254 255.255.255.0
Router(config-if)#int vian 3
Router(config-if)#ip address 192.168.3.254 255.255.255.0

Router(config-if)#int fa 0/3/0

Router(config-if)#int fa 0/3/1 bemememmeme

i0-i i *\ Fa0 :
Router(config-if)#switchport mode trunk 19216&3\@!3 Vian3 /Fa 16832

. Fajl Fa0j3)0 7 rp

g E —

Router(config-if)#switchport mode trunk : B FaOl
C oy F02 A ivcho frunk Routery 11Nk Switch

Router(config-if)#int fa 0/3/2 -

— — — —_ 3 -—
Router(config-if)#switchport mode access Ir Fﬂ“/ Vian2 \
Router(config-if)#switchport access vian 2 i Fa
|
|

Router(config-if)#switchport access vlan 3

1 192.168.2.1 192.168.2.2 !




EREH
1. EE4BvIan
CWlanl: Eowitch B £ A
CWlan2:192.168.2.0/24583 A
 Wlan3:192.168.3.0/24%8 8 H
CWland: 192 168 .4.0/2458

2, EEVlan IP
Wlanl:192.168.1.254/24
lan2:192.168.2.254/24
CWlan3:192.168.3.254/24
Clandg: 192.168.4.254 /24 /

3. BBPCY M A EARE R Swifht
. 192.168.4.1 AT ApingFI192.168 3.1
. 192.168.3. 27 BipingH 192.168.2.1 |

4. BESwitchy B EIP |
. Switch1:192.168.1.1/24 =
. Switch2:192.168.1.2/24 192168.2 1

. Switch3:192.168.1.3/24
. Switchg:192.165.1.4/24

Al

/
4

_- ’Swilchz

—

192.168.3.1

o
|

y

SwilchB

—

192.165.3.2

—

192.165.4.1



2% Z_console:d 4
o Switch(config)#line console 0
Switch(config-line)#password 123
Switch(config-line)#login
2% Z_telnet:id 41
o Switch(config)#line vty 0 4
Switch(config-line)#password 123
Switch(config-line)#login
wAFEE R
o Switch(config)#enable password 123 (& 4t %)
Switch(config)#enable secret 123 (3 4 %)
B2y B e F R4 @

P
o Switch(config)#service password-encryption



* %34 IP 7/ MAC% VLAN
Router#sh ip arp

O

Internet

Pouvcerf=sh ip arp

Protocol Address

Internet 19Z_168.1.1
Internet 192 168_.1.Z
Internet 192 1c8_.1.3
l9z.168.1_254
Internet 192 1c8_Z.1

* %339 MAC *7/§ Port
Router#sh mac-address

Pouterffsh mac—address=-tabhle
Mac Address Table

O

000l 4fce. Pol0
0ool.&e32dd. o701
00e0. SeSb . 7401

Aoe (min)

DYNAMTC
DYNAMTC
DYNAMTC

31
z3
24

4

Hardware Addr
O00l.4ZCE. 7C20
O001l.&4ES_492C1
O00O1.C2E4_4ZES
00s0. ZF7E.45E4
O0OEQ_A3ZE.7CE1l

FaOs2/s1
FaOs 2,2
FaOs2/s1

Type
ARPA
ARPA
ARPA
ARPA
ARPA

Interface
Tlanl
Tlanl
Tlanl
Tlanl
Tlans
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* - B0 (5 ek Zp% 3 fSwitch

O

Switch# copy running-config startup-config

% running-config
o Switchzk T_f§ @ R
o FERE T

* startup-config

o Switchzk T_f§ » #F ANVRAM® » & 37H %12

B % pF > switch ¢ L 3 B~ startup-config® &

N

O



