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Objectives

° Identify the factory defaults
e Select an operation mode

® Understand FortiGate’s relationship with FortiGuard and

distinguish between live queries and package updates

FL:RTINET



Modes of Operation

NAT (routing) Transparent(switching)
® FortiGate is an OSI Layer 3 ® FortiGate is an OSI Layer 2
router switch or bridge
® Interfaces have IP addresses ¢ Interfaces do not have IPs
® Packets are routed by IP * Cannot route packets, only

forward or block

7 4




g Factory Default Settings

® Portl or internal interface IP: 192 .168.1.99/24
* PING, HTTP, HTTPS, and SSH protocol management enabled

® Built-in DHCP server is enabled on portl or internal interface

® Only on entry-level models that support DHCP server

® Default login:
User: admin

Password:

® Both are case sensitive

* Modity the default (blank)

root password

® (Can access FortiGate on the CLI

® Console: without network
® CLI Console widget and terminal emulator, such as PuTTY or Tera Term

o # cli:show system interface
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FortiGuard Subscription Services

Internet connection and contract required

Provided by FortiGuard Distribution Network (FDN)

® Major data centers in North America, Asia, and Europe
® Or, from FDN through your FortiManager

* FortiGate prefers data center in nearest time zone,

but will adjust by server load

Package updates: FortiGuard Antivirus and IPS ForriBURRD.

SUBSCRIPTION SERVICES

g

Live queries: FortiGuard Web Filtering, DNS Filtering, and Antispam

° update.fortiguard.net
® TCP port 443 (SSL)

° service.fortiguard.net

® Proprietary protocol on UDP port 53 or 8388
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Objectives

® Manage administrator profiles

® Manage administrative users

® Define the configuration method for administrative users

® Control administrative access to the FortiGate GUI and CLI

® Manage specific aspects of the network interfaces

FL:RTINET



CLI
Console, SSH, Telnet, GUI Widget

& e
o
A
& Astiv
O Mctie Mpmmxr

GUI
FortiExplorer, Web Browser (HTTP, HTTPS)
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System > Administrators

Create an Administrative User

@ Dashboard > = 4 CreateNew~] # Edit

A Security Fabric y | JAdministrator e Lot
| FortiView » | JRESTAPIAdmin 010
b Network > .0.0.0/0
£ System v
Administrators g

Two-factor Authentication

REST API

New Administrator

User Name admin1
Match a user on aremote server group
Match all users in a remote server
group
Use public key infrastructure (PKI)
group

Password

Confirm Password

" Comments Write acomment...

Administrator Profile ' super_admin

@ Two-factor Authentication

FortiToken: -

(D Restrict login to trusted hosts

(D Restrict admin to guest account provisioning only




8 Administrator Profiles: Permissions

System > Admin Profiles

=" = FortiGate VMé64 Local-FortiGate
unw

@ Dashboard »  Edit Administrator Profile
& Security Fabric >
Name: super_admin
|aw FortiView >
Comments: 07255
4 Network p
ccess Control one ead On ead-Write
|§5vstem Y Access Control N ReadOnly | Read-Writ
Administrators Maintenance 0] 0 ®
Admin Profiles W Administrator Users 0 0 ®
il FortiGuard Update 0 0 ®
Settings .
User & Device ®
HA i i i
System Configuration 0 0] ®
SNMP
Network Configuration 0 0 ®
Replacement Messages
0 0 ®
FortiGuard B : : '
Advanced Router Configuration ( 0 ®
Feature Visibility Firewall Configuration 0 0 ®
Certificates VPN Configuration 0 0 ®
B Policy & Objects > Security Profile Configuration | O 0 ®
@ Security Profiles » WAN Opt & Cache 0 0 ®
QVeN ) Endpoint Security 0 0 0
ik Ve Do 4 WiFi/Switch Controller 0 ©
% WiFi & Switch Controller >




8 Administrator Profiles: Hierarchy

uper_admin' custom_profil prof_admin

Full global access Partial @ébal access Full access in virtual domain

Partial access in VDOM
custom_profileZ
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Administrative Access: Trusted Sources h

System > Administrators
4 CreateNew~ 4 Edit

(D Two-factor Authentication Name Trusted Hosts Profile Type Two-factor Authentication
& admin 0.0.0.0/0 super.admin  local &

@ Restrict login to trusted hosts admin1
—>

10.0.1.10 super_admin Local @

Trusted Host 1 |+ 10.0.1.10/32 e

Trusted Host 3

B Authentication failure. Please try again...

IUSE"I Name

Cancel This connection is not secure. Logins entered here
B e :
could be compromised. Learn More
Login

If admin1 attempts to log in to the FortiGate GUI from any IP
\ other than 10.0.1.10, they receive this message. /




Administrative Access: Ports and Password

Port numbers are customizable. System > Settings
Using only secure access (SSH, el
. HTTP port 80

HTTPS) is recommended.
Redirect to HTTPS )

Default Idle timeout is 5 HTTPS port 443

minutes.

S T A 3

QE = E % HTTPS server certificate v
SSH port 2
Telnet port 23
Idle timeout 5 Minutes (1 -480)

Allow concurrent sessions @ ©

Password Policy

Password scope @ Off m IPsec  Both
Minimum length 8

Character requirements ()
Allow password reuse @

Password expiration (O




Administrative Access: Protocols

Network > Interfaces

® Enable acceptable it Interface

management protocols on

. . Interface Name port3 (00:0C:29:6F:1F:B4)
each interface mdependently:

Alias
® Separate IPv4 and IPv6 likStatus ~ Up @
* [Pv6 options hidden by default Type o il e
Role © Undefined v
e Also protocols where
Address

FortiGate is the destination
Addressing mode m DHCP ' Dedicated to FortiSwitch

IP:
|P/Network Mask | 10.0.1.254/255.255.255.0
° FortiTelemetry
Administrative Access
e CAPWAP
IPv4 [ HTTPS WV HTTP © v PING ] FMG-Access
e FMG-Access []CAPWAP [ SSH (] SNMP ¥ TELNET
[J FTM [J RADIUS Accounting
* FTM(Fortinet Security Fabric) ] FTEENES
[ J

RADIUS Accounting (D DHCP Server




Features Hidden by Default

® By default, some features like
IPv6 are hidden on the GUI.

¢ Hidden features are not disabled.

* In Feature Visibility, select to
hide/show groups of features

commonly used together.

System > Feature Visibility

& Dashboard

¥k Security Fabric

i FortiView
o Network

& System

Administrators

Admin Profiles

Firmware
Settings
HA
SNMP

Replacement Messages

FortiGuard

Advanced

Feature Visibility

Certificates

B Policy & Objects

& Security Profiles

Q VN

& User & Device

@ WiFi & Switch Controlier

| Log &Report

& Monitor

Q

)

" Feature Visibiity

Basic Features

© Advanced Routing ]

) IPvé ﬂ

Configure the foliowing IPv6 features from
the GUI: network interface addresses

trusted hosts for administration, static
routes, policy routes, security polices, and
firewall addresses.

l

Switch Controller DisabledviaCLl () J

[

© VN (4] |

[

© WiFi Controller ]

Security Features

Feature Set:  Custom v
© AntiVirus UJ
© Agpplication Control ]
© DNSFilter o ]
© Endpoint Control QJ
© Intrusion Prevention o J
© WebFilter 4 J

[
[
[
l
[
[




Interface IPs

In NAT mode, interfaces cannot be
used until they have an IP address:
° Manually assigned

® Automatic
e DHCP
e PPPoE

Exceptions: Dedicate to
FortiSwitch and the One-Arm
Sniffer

Interface , ZONE, vwpair
Type .....

Network > Interfaces

Edit Interface

Interface Name §port8 (00:0C:29:6F:1F:E6)
Alias

Link Status Down @

Type Physical Interface
Role € Undefined v
Address

Addressing mode HCP One-Arm Sniffer j§ Dedicated to FortiSwitch

IP/Network Mask | 0.0.0.0/0.0.0.0

New Interface

Interface Name

Alias
Type VLAN -
Interface VLAN
g A
VLAN ID 802.3ad Agaregate
X Redundant Interface

Role Loopback Interface

Hardware Switch
Address Software Switch
Addressingmode /15510

PPPoOE

IN/NIatanrls Nacls
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Static Gateway

® Must be at least one default gateway

¢ [f the interface is DHCP or PPPoE,

New Static Route
the gateway can be added
dynamically. Destination @ il Named Address  Internet Service
0.0.0.0/0.0.00
Device ™ port1 v
Gateway 10.200.1.1
Network > Static Routes Administrative Distance @ | 10
@ Dashboard > | 4 CreateNew 7 Edit Comments 07255
Chelio > Y Destination Status (AR © Disabled
e FortiView > 00.00/0
etk : @ Advanced Options
Interfaces
DHs Priority @ 0
DNS Servers
Packet Capture
SD-WAN Cancel
SD-WAN Status Check
SD-WAN Rules
S




g Link Aggregation

* Bundles several physical
ports to form a single point-
to-point logical channel with
greater bandwidth.

® [ncreases redundancy for higher

availability

Network > Interfaces

y 4
o Network v & Create New's,
...

Interfaoes el | Interface N2

ONS | Zone

Packet Capture Virtual Wire Pair

SDWAN

(4] portl
SD-WAN Status Check
SD-WAN Rules

New Interface

Interface Name Link-Aggl

Alias
Type 802.3ad Aggregate v
Interface Members | @ port6 % [ port7 %
B
Role © Undefined v

Address

Addressing mode WYELUTEIN DHCP * Dedicated to FortiSwitch
IP/Network Mask | 10.0.5.1/24

Administrative Access

IPv4 [ HTTPS COHTTP® M PING [ FMG-Access
(] CAPWAP [JSSH [J SNMP OFM
(] RADIUS Accounting [ FortiTelemetry

(3 DHCP Server

Networked Devices

Device Detection (B

Admission Control

SecurityMode | None v

Cancel
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Objectives

° Identify components of firewall policies

° Identify how FortiGate matches traffic to firewall policies

FL:RTINET
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What Are Firewall Policies?

® Policies define:

® Which traffic matches them

* How to process traffic that matches

® When a new IP session packet arrives, FortiGate:

* Starts at the top of the list to look for a policy match
° Applies the first matching policy

° Implicit Deny
e No matching policy?
FortiGate drops packet

Implicit Deny

Policy & Objects > IPv4 Policy

& CresteNew 4 Q Policylocip Q

Seq2 Name Scurce Destiration Schedule Senvice Action NAT Security Profies
[ pont3-portt (1-3)
1 Ping Access B Test PC Ba @ dways @ AL IO v ACCEPT  © Enabind
2 Web_Access £ LOCAL WINDOWS ga @ anays 13 Web Access v Omte: B BN EX
3 Full_Access Bl Bal (8 aways @ AL v ACCEPT QFmbies ¢
[sortt - port4 4 5)
2 Email Access
4 Guest B Guest Ba 0 dnays v ACCEPT  © Enabied
2 Web Access
5 DMz Bl Da @ ey @ AL v ACCEPT  © Enabled
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Components and Policy Types

Objects used by policies

Interface and interface groups
Address, user, device, and Internet service objects

Service definitions

Schedules
NAT rules
Security profiles

Policy types

[Pv4, IPv6

Virtual wire pair (IPv4, IPv6)
Proxy

Multicast

I Policy & Objects

IPv4 Policy

IPv4 Virtual Wire Pair
Policy

IPv6 Policy

IPv6 Virtual Wire Pair
Policy

Praoxy Policy
Multicast Policy
Local In Policy
IPv4 DoS Policy
IPv6 DoS Policy

Traffic Shapers
Traffic Shaping Policy

Local In Policy (Origin and destination is FortiGate itself)

DoS (IPv4, IPv6)
Traffic shaping
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How Are Policy Matches Determined?

Incoming and outgoing interfaces
Source: IP address, user, device
Destination: IP address or Internet Services

Services

NN NI NN

Schedules

Action = ACCEPT or DENY

slcch
4 ® @

Authentication Security Profile

RE

Logging

Policy & Objects > IPv4 Policy

Name €
P

New Policy

Incoming Interface v
Outgoing Interface v
Source 4
Destination +
Schedule (o always v

Service +

Action L. el @ DENY # LEARN

~




/

Simplify-Interfaces and Zones

° Incoming Interface and Outgoing Interface can be interface(s) or a zone

® /one: Logical group of interfaces

* To match policies with traftic, select one (or more) interfaces or any interface

Network > Interfaces

Zone

+ Create New ~

Interface

I Name

Virtual Wire Pair rt1

)

)
4
)
)

© © © O

# Edit

i Delete AN By Role  Alphabetically
T IP/Netmask T Type
10.200.1.1255.255.255.0 Physical Interface
10.200.2.1 255.255.255.0 Physical Interface
10.0.1.254 255.255.255.0 Physical Interface
0.0.0.000.00 Physical Interface
0.0.0.00.0.00 Physical Interface
0.0.0.00.0.0.0 Physical Interface

192.168.1.1255.255.255.0
192.168.10.1255.255.255.0
192.168.20.1255.255.255.0
0.0.0.00.0.0.0

O Zone

Physical Interface
Physical Interface
Physical Interface
Physical Interface

==
g = S

/.one




e Disabled by default

® (Can be made visible in the GUI

System > Feature Visibility

Multiple Interface Policies [

Allow the configuration of policies with
multiple source/destination interfaces.

Policy & Objects > IPv4 Policy

New Policy

Name @ Single_Int

Incoming Interface | M port3 v
Outgoing Interface port1 v

Selecting Multiple Interfaces or Any Interface

* Cannot select multiple interfaces or any interface in firewall policy from the GUI

Policy & Objects > IPv4 Policy

~

Multiple interface policies disabled

o

New Policy
Name Mulitple_Int
Incoming Interface | [ port3
™ port4 ‘
T
Outgoing Interface | O any
¥

Multiple interface policies enabled

-




g Matching by Source h

Policy & Objects > IPv4 Poli
® Must specify at least one source (address) oncy jects olicy

® May specify either, neither, or both: Newboliey Mandatory source SeecElies :
address field User Device
® Source User I_I
e Source Device Name € Training Q Searct
Incoming Interface | M port3 v| | @ ADDRESS(14)
o § Add Outgoing Interface port1 v CEal Optional
ource ress g
Source A LinuxPC " & authghxms
e [P address or range R B autoupdate.opera.com
® Subnet (IP/Netmask) I One address or address group is required I & google-play
* FQDN
L Geography Addresses I;' Abtest FODN testfor123.com

Internet Service Database ‘ adobe Unresolved FQDN testfor123.com f§-com

e Source User—Individual user or user group. This may refer to:
Warning for unresolved

FQDN

® Local firewall accounts
® Accounts on a remote server (for example, Active Directory, LDAP, RADIUS)
e FSSO

® Personal certificate (PKI-authenticated) users

e Source Device—Identified or manually defined client device

e Enables device identification on the source interface




8 Source-User ldentification A

e Confirms identity of user

® Access to network is provided after confirming user credentials

FLATNET
& -~
@ Username and password 3 Verified e
Local user erie Authenticat
ion Server
FIORATINET
B e
boe——
' e Username and password

EEEm
N /
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interface(s) of that policy

Policy & Objects > IPv4 Policy

Device Identification

New Policy

Name €

Source

Incoming Interface

Outgoing Interface

Device_Detect
® port3 v
M port1 v

d=l x

a8 Windows PC X

Select Entries X
Address User De
[Qferc B
@ DEVICE CATEGORY (21) a
gAl
Android Phone ’
Android Tablet
0 BlackBerry Phone /

A

Confirm

Creating a device polig
identification

A

* port3

Cancel

automatically enable the device
n for the following interface(s):

Can enable Active
Scanning

e Source Device type enables Device Detection on the source

Network > Interfaces

& Dashboard

A Security Fabric
laa FortiView

+# Network

Interfaces

Packet Capture
SD-WAN
SD-WAN Status Check
SD-WAN Rules
Static Routes
Policy Routes
RIP
OSPF
BGP
Multicast

£ System

B Policy & Objects

|- seclrity Profiles

»  Edit Interface

> Interface Name port3(00:0C:

y  Alias
Ink Status Up @
Type Physical Interf
Role @ Undefined
Address
Addressing mode m [
IP/Network Mask | 10.0.1.40/,

Administrative Access

IPvd [V HTTPS Vi HT]
[v| SSH [ SN1
[ FortiTelemetry

(3 DHCPServer

Networked Devices

>
N Device Detection @©

Active Scanning (D

»




f
Device ldentification: Device List (GUI and CLI)

® Detected devices are saved in the FortiGate flash drive for 28 days

o A device expires and is removed from the Device Inventory list if no traffic is seen for
that device

e Can change the duration on the CLI

config system settings
set discovered-device-timeout <days>

end

Local-FortiGate # diagnose user device list

User & Device > Device Inventory Hosts
vd root/0 00:0c:29:e0:c1:87

© Refresh Q created 575s gen 82 seen 1ls port3 gen 68
Status Device Address | T Interfacq ip 10.0.1.10 src http
B WindowsPC(2) type 17 'Windows PC' |src http .|.

Registered - Online - Off-Net Saurabh 58 WIN-2D2MDJAOGOA 100139 ™ port3
© Online & WIN-56504U5Q4MItrainingAD raininglab 100110 port3 [EVEe] root/0 #0:0c:29:64:ca:2c

& 31ls gen 91 seen 52s port3 gen 70
#o 10.0.1.39 src arp
Detected devices type 17 'Windows PC'
os 'Windows' Sion 'Server' src forticlient
endpQg '"EBE211861C2E4628946B2BDD1DEAED32"!

Detection method

Detection method




8 Example-Matching Policy by Source

® Matches by source address, user, and device type

Address

User

Device

Policy & Objects > IPv4 Policy

Edit Policy

Name €

Incoming Interface

Outgoing Interface

Source

Destination

Schedule

Service

Action

Source_Devices

™ port3 v
M portl v
& LOCAL_SUBNET X
== Windows PC X
| il |
2 all p
+
[0 always v
[ ALL %
+

v ACCEPT Iz}

Select Entries X
Address User
Q Search +
@ DEVICE CATEGORY (22) 4
"QAll
Android Phone
Android Tablet

0 BlackBerry Phone

O BlackBerry PlayBook
¥ Collected Emails

£.2 FortiCam

&2 FortiFone

£.: Fortinet Device

& Gaming Console

*. IP Phone

PUSET N




Matching by Destination

Like source, destination criteria can use:

® Address objects:

Subnet (IP or netmask)

IP address or address range
FQDN
® DNS query used to resolve FQDN

Geography
* Country defines addresses by ISP’s geographical location
* Database updated periodically through FortiGuard

* Internet service database (ISDB) objects
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Internet Services

® Database that contains IP addresses, IP
protocols, and port numbers used by the
most common Internet services

° Regularly updated through FortiGuard

® (Can be used as Destination in the

firewall policy

e [f Internet Service is selected as
Destination:
® You cannot use Address in the Destination

® You cannot select Service in the firewall

policy

Policy & Objects > Internet Service Database

~

Name Protocol Number
& Linkedin-Web ce
& LogMelnDNS upe
& LogMeln-NetBIOS Name Senvice upe
& LogMeln-SMTP(S) Tce
& LogMelnWed Tce

Port ¥ of Entries
80443 2496
3
(]
25/465,587,2525 3
80443 1095

Policy & Objects > IPv4 Policy

New Policy

Name €@

Incoming Interface

Qutgoing Interface

Source

Destination

Schedule

Action

Tranining

B port3 v

[ port1 v

Ball %
+

Bl / x

& Facebook-Web ]
+

ddresses/groups cannot be mixed with
Internet services

always v

CA Gl @ DENY = LEARN

Select Entries
Address Internet Service

Qsear

& Facebook-POP3(S)

& Facebook-SMTP(S)
Facebook-Web

& Fortinet-DNS

& Fortinet-FortiGuard

& Fortinet-FTP(S)

& Fortinet-IMAP(S)

& Fortinet-LDAP(S)

& Fortinet-NetBIOS.Name Service

& Fortinet-NTP

& Fortinet-POP3(S)

/




/rSChedang

e Policies apply only during specific times and days
° Example: A less restrictive lunch time policy

® Default schedule applies all the time

* Recurring * One-time
O Happens every time during specified day(s) O Happens only once
of the week

Policy & Objects > Schedules Policy & Objects > Schedules

New Schedule New Schedule
Type | Recurring | SRR Type Recurringm
Name Al days Name Maintenance
Color Ir Color Q [Change]
Days v Sunday ¥ Monday v Tussday ¥ Wednesday ¥ Thursday ¥ Friday & Saturday Start Date 2017/10/13
poe ) Start Time @ Hour | 20 Minute | 15
St @ (0 - End Date 2017/10/15
- ol - s—s Stop Time Hour ' 10 Minute | 0
Pre-expirationeventlog €@ @ Number of days before | 1 I
Cancel
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Objectives

® Restrict access and make your network more secure using

security profiles
° Configure logging

° Configure learning mode to evaluate and analyze traffic

FL:RTINET



Configuring Firewall Policies

° Mandatory policy name when creating on GUI

® (Can relax the requirement by enabling Allow Unnamed Poli

e Flat GUI view allows:

* Select by clicking
° I)rag—andfdrop

config firewall policy
edit 1

set name “Training"
set uuid 2204966e-47f7-51..

Universally Unique Identified (UUID)

Enabled by default
MUST specify unique name

System > Feature Visibility

IO Allow Unnamed Policies I @

Relax the requirement for every policy to
have a name when created in GUI.

Highlights selected entry

New Policy

Name ©

Incoming Interface

Qutgoing Interface

Source

Destination

Schedule

Service

Action

Select En.

er Device

| Training Q
™ port3 ® ADDRESS (1
® port1 “ all
& LOCAL_SUBNET & auth.gfxms
! e ; & autoupdate.opera.con:
Bal & google-play
+ B Guest
[0 always ELLAN
@ ALL % LOCAL SUBNET I
+ & LOCAL_WINDOWS
* @ none

U@l @ DENY = LEARN

& REMOTE_WINDOWS

b

-




g Security Profiles

e Firewall policies limit access to configured networks

® Security profiles configured in firewall policies protect your network by:
° Blocking threats
° Controlling access to certain applications and URLs

® Preventing specific data from leaving your network

Policy & Objects > IPv4 Policy

Security Profiles

AntiVirus O 3 default v 4
Web Filter © [E] default v ¢4
DNSFilter O X default v 4
Application Control @ | | default v 4
IPS O default v 4
SSL/SSH Inspection = deep-inspection v &




Logging

* By default, set to Security Events

® Generates logs based on applied security profile only

® Can change to All Sessions

. = . =

Logging Options
Log Violation Traffic
Log Allowed Traffic O E=ngaEny Al Sessions

Generate Logs when Session Starts ()

Capture Packets D

config system setting
set|ses-denied-traffic|<disable | enable>
end

config system global

setlblock-session-timer

end




8 Traffic Shapers

® Rate limiting is configurable
® In bandwidth and out bandwidth

® Defines maximum and guaranteed bandwidth

Policies & Objects > Traffic Shaping Policy

Shared Traffic Shaper Per-IP Traffic Shaper

- -

H
N7

- @D-

v 4 \
I




4 .
Traffic Shapers
o PRI TAEE

Shared Shaper

Upload Bandwidth
Limit 200kbps

"
Internal user ~\
192.168.1.2
Reverse Shaper )
S

FortiGate

Internet

Download Bandwidth
Limit 200kbps

50D B /_—\)
VoIP Phone wan] \ |

Internet
FortiGate l

Traffic Shaping Priority

VolP Traffic 800kbps / 0.8Mbps

FTP Traffic 200kbps /0.2 Mbps

( ‘ , Daily Traffic 600kbps /0.6Mbps
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Objectives

° Identify policy list views
® Understand the use of policy IDs and sequence numbers

° Identify where an object is referenced

FL:RTINET



Policy List-Interface Pair View and By Sequence

e Interface PairView Can view By Sequence also

o Lists policies by ingress and egress interfaces

Policy & Objects > IPv4 Policy

+ CreateNew ¢ Edit i Delete = Q Policy Lookup || Q Search [ TR By Sequence

NAT Security Profiles

Action

Service

Source Destination | 7 Schedule

Seq.# Name
(] port3-port1(1-2)

1 WebAccess TIAN  Rall (6 always ko WebAccess v ACCEPT @ Enabled U

Interface policy pairs

2 Fullaccess Rall Sal [6always [@ALL ¥ ACCEPT @ Enabled U

[ port8- port10 (3-3)
B oMz

Zal [©aways AL ¥ ACCEPT © Disabled )

* By Sequence (only)

o If policies are created using multiple source and destination interfaces or any interface

Policy & Objects > IPv4 Policy

4 CreateNew = ¢ Edit i Delete = Q Policy Lookup Search Interface Pair View JESREIEL
[

Seq.# Name From To Source Destination | T Schedule = 7 Service Action NAT

Multiple interface 1 e Tr2i0ING M portl  al gl (0always [ALL « ACCEPT @ Enabled

any interface | 2 Any_Interface ™ port5 J O any Bal Bal (6aways [MALL v ACCEPT @ Enabled




g Policy ID

* On the GUI, firewall policies are primarily ordered by Seq. #

° Policy [Ds are identifiers
¢ CLI commands use policy ID instead of sequence number
° Policy ID is assigned by the system when the rule is created

¢ The ID number never changes as rules move higher or lower in the sequence

config firewall policy

edit <policy id>

Policy & Objects > IPv4 Policy

Seq#]) ID Name Source | T Destination| T Schedule T Service | T Action Follioy 1D
(] port1-port10(1-1)
1 3 DM oMz Jal Gaways MALL v ACCEPT
A I | L (MR config firfwall policy
il cas B i ooty W QDENY edizt4name "Unrestricted"

next

edit 5
\\\ set name "Block FTP"




8 Simplify-Groups of Sources or Services

® You can reference address and service objects individually, or use groups to

simplify policy configuration

Seq# 7 Name Source Destination | T Schedule Service Action = T NAT
[] port3- port1(1-3)
[ DNS

1 WebFrp |° Pal [gawas | v ACCEPT @ Enabled

New Address Group

Group Name | Local LANs

Color B [Change] Coler B [Chonax]

Members & Lan1 Menters [l @ OKS
WrP

B Lan 2

@ HTTP
@ures

Action NAT

Destination Schedule

I Web-FTP | v ACCEPT @ Enabled




g Object Usage

o Allows for faster changes to settings

e Reference column shows 1f the object is being used

® Links directly to the referencing object

4 CreateNew~ | ¢ Edit Ig Clone Delete | Q Search LGS Group | All

Name % Type ¢ Details ¢ Ref. 5 | Visibility &
Bal Subnet 0.0.0.0/0 n o .
& LOCAL_WINDOWS Subnet 10.0.1.10/32 3 V] ‘—

Edit Policy /
Name © DMZ Usage of Address: all X
Incoming Interface [ M porté - Edit Delete | = View List View Procert - = _Propertiesof Policy: 4
P ’77 = @ [ Delete = View I @ View Properties ‘urrent Usage Name
Source [ Ball ' Object Name dstaddr
Destination Bal Adess Group (1 dstintf

Trammg service

pOIiW (3) srcaddr

4(2 Referencek

References)

L ——

I Value #
2 Show
name all
£ Show
& Show
B Show
name all

/




g Adjusting Policy Order

* On the GUI, drag-and-drop Seq. #

Before policy move Seq number changed After policy move

Destination Schedule Service Action

Seq# T ID Name Source Destination | T Schedule wervice Action ] ID Name Source
Elport1-port10(1-1 P | B -portto(1- 1
WAL v ACCEPT 10 3 DMZ oMz TRal foaways [ALL v ACCEPT

1 |3 DMZ EDMZ FEg [0 always
Hpot3-portte-d o~ | Es-port1 2-3)
2 |4 Unrestricted 3 all I all 0aways [ALL v ACCEPT 2 Block FTP T all 3 all [6aways [FTP @ DENY
3 Block FTP  J all B all [oalways [FTP @ DENY 3/ 4 Unrestricted 3 all B all [0aways [@ALL « ACCEPT
ID remains
same

config firewall policy

edit 4
set name "Unreg

config firewall policy
ed!ﬁl5

name "Block FTP"

next next
ed edit 4
set name "Unrestricted"

set name "Block FTP"




Introduction to NAT

S ——
Objectives

® Understand NAT and port address translation (PAT)
® Understand the different configuration modes available for NAT

FL:RTINET



5 NAT and PAT

e NAT
° Changes the IP layer address of a packet

® Some protocols, like SIP, have addresses

at the application layer, requiring session helpers or proxies

® Source NAT (SNAT)
® Destination NAT (DNAT)

o PAT

° Changes the IP layer port number of a packet

Destination [P
address

Destination port

e NAT64 and NAT46

® A mechanism that allows IPv6 addressed hosts to

communicate with IPv4 addressed hosts and the reverse

* NAT66

e NAT between two IPv6 networks

Source IP address

Source port




g Configuration Modes for NAT

® There are two ways to configure SNAT and DNAT:

® Firewall policy NAT
e SNAT and DNAT must be configured for each firewall policy.

e SNAT uses the outgoing interface address or Configured IP pool.
e DNAT uses the configuredVIP as the destination address.

e Central NAT

e SNAT and DNAT configurations are done per virtual domain.

* It applies to multiple firewall policies, based on SNAT and DNAT rules.
e SNAT ruleis configured from central SNAT policy.
e DNAT s configured from DNAT and VIPs.




Firewall Policy NAT

Objectives

° Configure a firewall policy to perform SNAT and DNAT (VIP)
° Apply SNAT with IP pools

° Configure DNAT with VIPs or a virtual server

FL:RTINET



8 Firewall Policy SNAT

® There two ways to configure firewall policy SNAT:
* Using the outgoing interface address

® Using the dynamic IP pool
Policy & Objects > IPv4 Policy

Edit Policy

Name €@ Full_Access

Incoming Interface ¥ port3 i

Outgoing Interface ™ port1 v

Source Sall X
+

Destination Sall S
+

Schedule [0 always ¥

Service AL 4
+

Action @ DENY # LEARN

Firewall / Network Options

NAT 0]

\ IP Pool Configuration Use Dynamic IP Pool




4 N
Firewall Policy SNAT Using the Outgoing Interface

192.168.10.10

Firewall policy
with NAT enabled
wanl IP address: 100.64.100.10

Source IP address:
100.64.100.10
Source port: 30912

Source IP address:

10.10.10.10
Source port: 1025

Destination IP address: wan Destination IP address:

192.168.10.10
Destination Port: 80

100.64.100.10 192.168.10.10
Destination Port: 80

internal N

>
10.10.10.10




8 IP Pools

* IP pools defines a single IP address or a range of IP addresses to be used as

the source address for the duration of the session.
e [P pools are usually configured in the same range as the interface IP address.

[ J .
There are four types of IP pools. Policy & Objects > IPv4 Policy

® Overload T
® (One-to-one
Name O Full_Access
* Fixed port range Incoming ntesface | 8 port3 .
. Qutgoing Interface M port1 v
® Port block allocation i
Source gl X
+
Policy & Objects > IP Pools e S .
New Dynamic IP Pool +
Schedule @ always .
R Service @ AL X
Comments +
Type Action L@ seayg @ DENY ® LEARN
One-to-One  Fined Port Range Pc:lBocl:;.l:o:a{;:nI
Firewall / Network Options
External IP Range 0000 0.000 - %
ARP Reply v i ©
IP Pool Configuration Use Qutgoing Interface Address
“ Cancsd ® INTERNAL-HOST-EXT-IP
+




8 |IP Pool Type: Overload

Firewall policy
with NAT + IP pool enabled
wanl IP pool: 100.64.100.2-100.64.100.5

Source IP address:
10.10.10.10
Source port: 1025

wan 1

100.64.100.10

Destination IP address:
192.168.10.10

Destination port: 80 L
internal

192.168.10.10

Source IP address:

100.64.100.°7
Source port: 30957

Destination IP address
192.168.10.10
Destination port: 80




IP Pool Type: One-to-One

® The default IP pool type is overload.

® The IP pool type one-to-one associates an internal IP with a pool IP on a first-come,

first-served basis.
e PAT is disabled.

e Refuses the connection if there is no unallocated address

STUDENT # get system session list

PROTO EXPIRE SOURCE SOURCE—-NAT
DESTINATION-NA
tcp 3598
tcp 3598
tcp 3596

tcp 3599
3599
3598
174

173

el eoNeoNoNoNoNe) (@
e e ]

DESTINATION

10
10
10
10
10
10

.200.
.200.
.200.
.200.
.200.
.200.
10.0.

10.0.

e e e

.254:
.254:
.254:
.254:
.254:
.254:
.254:

.254:

~




IP Pool Type: Fixed Port Range

* The fixed port range [P pool type associates an internal IP range with an
@dmhdIPrmge

® Port address translation is disabled.

STUDENT # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION
DESTINATION-NAT

tep 3574 216.23.154.83:
tcp 3570 10.0.1.11:60809 10.200.1.8:60809 216.23.154.81:
tcp 3590 10.0.1.11:60819 10.200.1.8:60819 216.23.154.74:
tcp 3599 10.0.1.11:60817 10.200.1.8:60817 216.23.154.74:
tcp 3586 10.0.1.11:60815 10.200.1.8:60815 216.23.154.81:

tcp 3564 10.0.1.11:60807 10.200.1.8:60807 216.23.154.74:
tep 9 10.200.1.254:
tcp 10.0.1.10:7110 10.200.1.7:7110 10.200.1.254:
tcp 10.0.1.10:7108 10.200.1.7:7108 10.200.1.254:

10.0.1.10:7106 10.200.1.7:7106 10.200.1.254:

10.0.1.10:7104 10.200.1.7:7104 10.200.1.254:




g Virtual IPs (VIPs)

* DNAT objects
e Default type is static NAT

* Can be restricted to forward only certain ports
® From the CLI, you can select Load-balance or server—-load-balance.
® VIPs should be routable to the external facing (ingress) interface for return traffic.

Poli jects > Virtual IP
olicy & Objects > Virtual IPs Policy & Objects > IPv4 Policy

Edit Virtual IP
Edit Policy
Name VIP-INTERNAL-HOST
Comments Name € Web-Server-Access
omme
Incoming Interface | ™ port1 v
lor @ [Change] ) =
Colo G et Qutgoing Interface | ™ port3 v
Source = all X
Network +
Destination & VIP-INTERNAL-HOST x
nterface +
Type StaticNAT Schedule [0 always v
; IP d
External IP Address/Range | 10064.10022 |- [ 100.64.100.22 ke @me ¥ E el s
) W " destination in
Mapped IP Address/Range | 10.0.1.10 - | 10.0.1.1€ +
Action WYTeTal @ DENY = LEARN firewall policy
Optional Filters (D
e = Firewall / Network Options
Port Forwarding NAT OO

o /
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Matching Policies - VIP

® Default behaviour: firewall address objects do not match VIPs.

® Doesn’t block an egress-to-ingress connection, even when the deny policy is at the top of

the list.

e VIP policy (WAN to LAN) Action = Deny

Seq.# Name Source Destination Schedule Service Action

[E] WAN (port1) - Internal_network (port3) (2-4)

2 Deny S DenyIP  Tall [0 always [ ALL @ DENY

3 Allow_access = all B Web _server @aways AL v ACCEPT

Can still access the VIP from the
) . . policy below, even though the

* Two ways to resolve it by moditying the deny policy: deny policy is at the top of the

* Enable match-vip in deny policy list.

O  Set the destination address as VIP object

config firewall policy config firewall policy

edit <policy ID for deny> edit <policy ID for denvy>
set|match-vip enable set |Jdstaddr “VIP object”

end end




Sessions

Objectives
® Understand the session table on FortiGate
® Understand the session time to live (TTL)

® Analyze session diagnose command output
® Understand the TCP, UDP, and ICMP states on FortiGate

FL:RTINET
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Session Table

® Accepted IP sessions are tracked in the kernel’s session table, but this can be

affected by hardware acceleration.

® The session table stores the following information about the session:

® The source and destination addresses, port number pairs, state, and timeout

® The source and destination interfaces

® The source and destination NAT actions

® The session table stores the following performance metrics:

® Maximum concurrent sessions

® New sessions per seconcl

FortiView > All Sessions

& || AddFilter

100.1.10 @ port3
100.1.10 [ port3
100.1.10 [&] port3

Source 'Sourcelnterface: NAT Source 'NATSource Port:

10.200.1.200 57394
10.200.1.200 59259
10.200.1.200 59265

Destination
] 199.83.44.59
@ 68.67.129.151
& 68.67.129.151

: Destination Interface
@) port1

port1
port1




Session Time To Live (TTL)

® When the session table is full, reducing timers may improve performance by
closing sessions earlier. However, be careful not to close sessions too soon,

because thiS can cause connection errors.

TCP default TTL Specific state timers

config system
session—-ttl
set default 3600

config system global
set tcp-halfclose-timer 120
set tcp-halfopen-timer 10

end set tcp-timewailt-timer 1
set udp-idle-timer 60

end

* Timers can be applied in policies and objects, and have precedence:

e Firewall Services > Firewall Policies > Global Sessions




. . . .
Firewall Session Diagnostics

® diagnose SE session
® The session table also indicates policy actions.

® (Clear any previous filter:

s diagnose sys session filter clear

e Set the filter:

s diagnose sys session filter ?

s dport destination port
e dst destination IP address

s policy policy id

® sport source port

® src source ip address

e List all entries matching the configured filter:

s diagnose sys session list

* Purge all entries matching the configured filter:

s diagnose sys session clear




8 TCP States

® proto_state=05

* First digit: client-side state SYN >
® 0if not proxy-based inspection SYN / ACK 02
® Second digit: server-side state <
—
(default) >
NONE 0 10 L 01
ESTABLISHED 1 3600 FIN
SYN_SENT 2 120 >
SYN & SYN/ACK 3 60 B FIN / ACK} 04
FIN_WAIT 4 120 } 05
TIME_WAIT 5 120
CLOSE 6 10
CLOSE_WAIT 7 120
LAST_ACK 8 30
LISTEN 9 120

o




8 ICMP and UDP Protocol States

UDP traftic one way only 0 UubDP
UDP
UDP trattic both ways 1

UbDP

<
e [CMP has no state UuDP
* proto state isalways 00 UDP

2
UDP

* Even though UDP is stateless, FortiGate still uses two session state values:

00

01




o

.|
Objectives
® Describe the log worktlow
® Identity log types and subtypes
® Describe log severity levels
® Describe the layout of a log message

® Describe the effect of logging on performance

FL:RTINET



g Logging Workflow

1. Traffic passes through FortiGate to your network.
2. FortiGate scans the traffic and takes action based on configured firewall policies.
3. Activity is recorded and the information is contained in a log message.

4. Log message is stored in a log file and on a device capable of storing logs (local

FortiGate device or an external device, such as FortiAnalyzer).

2 Scans and takes action based on firewall policies

S 4 1 Traffic goes to FortiGate 4 Log file stored (external device optiona
> . > "‘«N\NE -, A - s s e - —> s\
FortiGate Log||Log FortiAnalyer
® Purpose of logs: 3 ) |Log||Log
e Monitor network and Internet traffic volumes Activity recorded in log
message
o T
Diagnose problems NTP server
e Establish normal baselines to recognize anomalies and trends |




/
Log Types and Subtypes
* Tiaffic logs record traffic flow

information, such as an
HTTP/HTTPS request and its

response (if any).

® Event logs record system and
administrative events, such as
adding or moditying a setting,
or daemon activities.

® Security logs record security
events, such as virus attacks and
intrusion attempts, based on
the security profile type (log
type = utm).

* Ifno security logs exist, the menu

item does not appear in the GUIL.

Forward Endpoint Control
Local High Availability

Sniffer System

User
Router

VPN

WAD

Wireless

WAN optimization logs are
found within traffic logs

~

Application Control
Antivirus

Data Leak Prevention (DLP)
Anti-Spam

Web Filter

Intrusion Prevention System
(IPS)
Anomaly (DoS-policy)

Web Application Firewall (WAF)

GPRS Tunneling Protocol
(GTP) logs are handled
separately from default event

logs

/




Log Severity Levels

® Each log entry includes a log level (also known as priority level) that ranges
in order of importance

e 0= high importance / 6 = low importance

0 — Emergency System unstable

1 —Alert Immediate action required

2 — Critical Functionality effected

3 — Error Error exists that can affect functionality

Rarely used, unless actively

investigating an issue with 4 —Warning Functionality could be affected
Fortinet Support

5 — Notification Information about normal events

6 — Information General system information

7 — Debug Diagnostic information for investigating
issues
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Log Message Layout

® Log header (similar in all logs)

* Type and subtype = Name of log file * Level = Severity level

date=2016-06-14 time=12:05:28 1logid=0316013056 type=utm

subtype=webfilter eventtype=ftgd blk level=warning vd=root

° LOg body (varies by log type) ® srcipand dstip = Source and

destination IP
* policyid = Firewall policy applied to session eoHnation

B ® action = Action taken by FortiGate
e hostname = URL or IP of host

® msg = Reason for the action

policyid=1 sessionid=10879 user="" srcip=10.0.1.10 srcport=60952
srcintf="port3" dstip=52.84.14.233 dstport=80 dstintf="portl"
proto=6 service="HTTP" hostname="miniclip.com" profile="default"
action=blocked regtype=direct url="/favicon.ico" sentbyte=297

rcvdbyte=0 direction=outgoing
msg="URL belongs to a denied category 1n policy" method=domain
cat=20 catdesc="Games" crscore=30 crlevel=high




Effect of Logging on Performance

® More logs = more CPU, memory, and disk space

® Depending on the amount of traffic you have, and the logging settings that
are enabled, your traffic logs can swell and impact the performance of your

firewall

e Traffic logs record every session

* Extra information for troubleshooting bl ¢ -
nable pertormance statistic

¢ Some UTM events loooine f .
ogging for remote loggmg

. . . : :
More system intensive devices on FortiGate

#config system global

set sys-perf-log-interval <number from 0-15>
end




Local Logging

.|
Objectives
® Identity local log storage options
® Enable local logging
® Understand disk allocation and reserved space
® Monitor disk usage

° Configure behavior when disk is full

FL:RTINET



5 Log Storage - Local

4memory Hard drive

[ocal logging

1‘-‘- 1
e |
) i I b, Al

Performance may be

impacted under heavy strain

/
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Enabling Local Logging

* To store logs locally on FortiGate,
you must enable disk logging.

* With disk logging enabled, the
report daemon collects statistics
used for historical FortiView from

disk.
e If disk logging is disabled, FortiView

logs are only available in real-time.
* By default, logs older than seven
days are deleted from disk
(configurable).

# config log disk setting

set maximum-log-age <integer>

Log & Report > Log Settings

Log Settings

Local Log

Disk O

Enable Local Reports O
Enable Historical FortiView @

#config log disk setting

set status enable




~
FortiGate Disk Allocation - Reserved Space

e The system reserves approximately 25% of its disk space for system usage
and unexpected quota overflow.

® Only ~75% of disk space is available to store logs

(global) # diagnose sys logdisk

Use this command to obtain

Total HD usage: 208MB/118145MB the amount of reserved space
Total HD logging space: 88608MB on your FortiGate

HD logging space usage for vdom “root”:
OMB/9965MB

HD logging space usage for vdom “vdoml:
OMB/104857MB

® Formulas:
* disk - logging = reserved (i.e. 118145MB — 88608MB = 29537MB reserved)
® reserved/disk*100 = reserved % (i.e. 29537/118145%100 = 25%)
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Monitoring Disk Usage

® [ocal disk usage

Log & Report > Log Settings

® Free space

o Used space

e Historical disk usage

® Volume of disk logging activity over time

Disk Usage

| Historical Disk Usagel

Use this command to see how much space

is currently being used for logs




Behavior When Disk is Full

® By default, when the disk is full, the oldest logs are overwritten.

° Configurable—can set to stop logging when disk is full

* FortiGate issues warnings before disk reaches a full state:
® First warning: 75%
® Second warning: 90% Default settings

® Final warning: 95% (configurable)

# configure log disk setting

set diskfull [overwrite | nolog]

set full-first-warning-threshold <1-98>
set full-second-warning-threshold <2-99>
set full-final-warning-threshold <3-100>




Remote Logging

.|
Objectives
® Identity external log storage options
* Configure remote logging
® Understand how remote logging works with VDOMs
® Understand log transmission

® Enable reliable logging
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Log Storage - Remote

A

FortiSIEM

FortiAnalyzer

FortiManager

Remote logging




8 FortiAnalyzer and FortiManager Log Storage

e TFortiGate can send logs to both FortiAnalyzer

and FortiManager (FortiGate must be a Log & Report > Log Settings

registered deVice) Remote Logging and Archiving
. g . N Send logs to FortiAnalyzer/FortiManager @
S S, IP address 100.1.210 Test Connectivity
gLog e Upload option Real Time = Every Minute
/f N | Encrypt log transmission € O

FortiGatz

FortiAnalyzer/FortiManager <

e (Can configure up to three separate 4 config log

FOTtLAIRﬂyZer [fortianalyzer|fortianalyzer2|fortianalyzer3]
and FortiManager devices using the CLI setting

) i set status enable
* Multiple devices may be needed for redundancy | 2

end

* Generating and sending logs requires
resources—be aware!




Upload Option

® Near real-time uploading and consistent high-speed compression and

analysis :
Log & Report > Log Settings
o Conflgure logglng optlons . Remote Logging and Archiving

® store—-and- up load (CLI configuration Send logs to FortiAnalyzer/FortiManager €@

. IP address 10.0.1.210 Test Connectivit
e RealTime —

Upload option EveryMinute  Every 5Minutes

¢ Every Minute Encrypt log transmission € O

* Every 5 Minutes (default)

# configure log fortianalyzer setting

set upload-option [store-and-upload
|realtime/l-minute/5-minute]

store-and-upload only
available to FortiGates with an

internal hard drive

® By default, if the FortiAnalyzer disk is full, the oldest logs are overwritten.

However, you can configure FortiAnalyzer to stop logging.

o /
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FortiCloud, Syslog, and FortiSIEM Log Storage

FortiCloud

® Must activate FortiCloud account (dashboard)

Log & Report > Log Settings

. |
Remote Logging and Archiving

Send logs to FortiAnalyzer/FortiManager ()

Send Logs to FortiCloud @©
Account 5 courseware@fortinet.com | Test Connectivity \

Storage Usage 0B

Realtime = EveryMinute WaERIUUTIES

Activate
FortiCloud

account first Upload option

# config log fortiguard setting

set status enable

set source-ip <src IP used to connect
FortiCloud)

set upload-option <realtime |
| 5-minute>

l-minute

set enc-algorithm <high-medium |
|disable>

end

high |
low

Encryption algorithm
setting not available to

configure in the GUI

Syslog and FortiSIEM

Log & Report > Log Settings

Remote Logging and Archiving Enable and add

IP/FQDN of syslog or
FortiSIEM server

Send Logs to FortiAnalyzer/FortiManager (B
Send Logs to FortiCloud 9 )

Send Logs to Syslog (9

IP Address/FQDN:

# config log
syslogd4]

[syslogd |
setting

syslogd?2 | syslogd3 |

set status enable

set server <syslog IP>

end

remote syslog service or
FortiSIEMs using the CLI

e FortiGate logs can be sent to syslog servers in

CSV or CEF format

# config log syslogd3 setting

set format [csv | cef]

end

Canconﬁguﬁauptofbur

~
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# config vdom
edit Training
config log fortianalyzer

override-setting

VDOMs and Remote Logging

* If you have a FortiGate with Virtual Domains
. fi
(VDOMEs) configured, you can globally add # config system global .
config log fortianalyzer setting

InuhqﬂeFbrﬁAndyﬂHsandsyﬂogsmﬂ@r& set status enable

® On each VDOM, you can override these global set server 10.0.1.1
end

config log fortianalyzer?2

setting
® The management VDOM is responsible for sending set status enable

logs to FortiAnalyzer, if you use the override- set server 10.0.2.1
setting inaVDOM, that VDOM is now Shelel

responsible for sending its own logs to the new

FortiAlezer.

settings, which allows you to configure only one

FortiAnalyzer and one syslog server for that VDOM.

# config vdom

Training edit Training
VDOM config log fortianalyzer

override-setting
set override enable
Root set status enable
VDOM set server 192.168.1.3
end

set override enable
set status enable
set server 10.0.1.210

FortiGa

te /




4 .
Log Transmission

* FortiGate uses UDP 514 (or TCP 514 if reliable logging is enabled) for log

transmission.

Remote Logging and Archiving

Send logs to FortiAnalyzer/FortiManager @©

|P address 10.0.1.210 Test Connectivity
Upload option EveryMinute = Every 5 Minutes
Encrypt log transmission @ L )

Controls reliable logging
and encryption algorithm

® Log messages are stored on disk and transmitted to FortiAnalyzer as plain
text in LZ4 compressed format.

® Reduces disk log size and reduces log transmission time and bandwidth usage




o

Reliable Logging

° Changes the log transport delivery method from UDP to TCP
® TCP provides reliable data transfer

® Guarantees the data transferred remains intact and arrives in the same order in which it

was sent
® Error checking and error recovery

° Acknowledgement segments to ensure packet is received
® Connection-oriented protocol (SYN, SYN-ACK, ACK handshake)

* If you enable logging to FortiAnalyzer using the GUI, reliable logging is

auto-enabled.

* If you enable logging to FortiAnalyzer using the CLI, reliable logging is not auto-enabled.
You must manually enable using the CLI command:

: : . fig 1 logd '
# config log fortianalyzer setting # config log syslogd setting

set reliable

t liabl ble/di bl
set reliable [enable/disable] [enable/disable]

* FortiCloud uses TCP, and you can set the encryption algorithm

using the CLI (default setting is high). When enabled on syslog, the
default port becomes port 601




Log Settings

Objectives

° Configure log settings
® Enable logging on firewall policies

® Hide user names in logs

FL:RTINET



g Logging Settings: If, Where, and How

Log & Report > Log Settings

~

Local Log Remote Logging and Archiving
Send logs to FortiAnalyzer/FortiManager @]
i end logs to FortiAnalyzer/FortiManager
R O Store logs locally : " :
Enable Local Reports 0 ) IP address 10.0.1.210 Test Connectivity
or remotely?
Enable Historical FortiView @© 3 Upload option Real Time  EveryMinute JATEVELUNTIES
Encrypt log transmission € [ 0]
Eventlogging [ Customize * Log event logs and traffic logs?
Local TrafficLog Al < ° Local traffic logs = traftic directly to and
[] Log Allowed Traffic (] Log Denied Unicast Traffic from FortiGate (disabled b}’ default)
[J Log Local Out Traffic (] Log Denied Broadcast Traffic _ . .
* Event logs = system information

GUI Preferences

Display Logs/FortiView From Disk
Resolve Hostnames € L 0

Resolve Unknown Applications @ @©

generated by the FortiGate device

Display logs from memory, disk, or
FortiAnalyzer?
Translate IPs to host names for convenience?

(Can impact CPU usage and page

responsiveness.)

/




Log Filtering

e Can configure log filter settings to determine which logs are recorded

° Configure up to four remote syslog or FortiSIEM logging servers:

# config log [syslogd | syslogd2 | syslogd3 | syslogd4] filter

° Configure up to three FortiAnalyzer devices:

# config log [fortianalyzer | fortianalyzer2 | fortianalyzer3] filter

e Filters include:

* Severity <level> VOIP [enable/disable]

DLP archive [enable/disable]
DNS [enable/disable]
Filter [string]

® Forward traffic [enable/disable]
® Local traffic [enable/disable]

® Multicast traffic [enable/ disable]
® Sniffer traffic [enable/disable]

® Anomaly [enable/disable]

O O O O O

Filter type [include | exclude]




Enabling Logging on Firewall Policies

* Firewall policy settings decide if a log message caused by traftic passing

through a firewall policy is generated or not

_ * Hardware acceleration affects logging

T o Traffic offloaded to NP processors does not
log traffic statistics.

R © | I defaut v| # » Can disable hardware acceleration

| i S b * Can enable NP packet logging (degrades NP

DNSFilter © B defaut v ¢ performance)

Application Control @© block-high-risk 4

IPS o

SSL/SSH Inspection ) certificate-inspection v ¢4

Logging Options

Log Allowed Traffic © Security Events EARESSORS

Generate Logs when Session Starts (D

Capture Packets 0 ]

o




Test if logs are generating

information
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View, Search, and Monitor Logs

Objectives

® View and search for log messages on the GUI
® View and search for log messages on the CLI
® View logs through FortiView

* Contfigure alert email

° Configure threat Weight

FL:RTINET



Viewing Log Messages: GUI

Ll Log & Report

Local Traffic
System Events
AntiVirus

Web Filter

DNS Query
Application Control
Intrusion Prevention
Learning Report
Log Settings

Threat Weight
Email Alert Settings

~

X Application Category: WebClient OR NOT @ Add Filter

x |;.:;,I (D Details

~N oy bW

15:53:17
15:53:03
15:52:59
15:52:58
15:52:43
15:52:22

Destination

@HTTPSBROWSER [ 1

10.0.1.20 b 77.78.76.190 (www.cockyhk.cz)

10.0.1.20 11176.126.200.101 (www.drvb.ro)

100.120 % 108.178.31.121 (www.union-des-ouvriers.fr)
100.1.20 == 108.178.31.121 (www.union-des-ouvriers.fr)
10.0.1.20 &204.11.56.48 (www.layout100.com)
10.0.1.20 (+1208.91.112.55

aiensae v pammm—

@HTTPBROWSER
@HTTPBROWSER
@HTTPBROWSER
@HTTPBROWSER
@HTTPBROWSER
@HTTPBROWSER

o B
v B
0 B
(oo B
Lo f - F
@

Log Details

sty

& General

Date 11/21/2017
Time 15:53:25
Duration 11s
Session ID 292018
Virtual Domain root

NAT Translation Source

@ Source

1P 10.0.1.20

NATIP 10.200.1.1

Source Port 59272

Country Reserved

Source Interface port3

L

© Destination

P 77.78.76.190
Host Name www.cockyhk.cz
Port 443

Country Czech Republic
Destination Interface port1

& Application

Sensor block-high-risk
Application Name @HTTPS.BROWSER
D 40568

Category WebClient

Risk

Protocol tep

g

A

i
S— 1

)
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e Add log filters to search for specific

Slld |o Add Filter

2 | Date/in "'V
Agent

16:06:14
16:06:13 Banned Word
Category

16:06:04

16:05:59
Content Type

16:05:39

16:05:26 Date/Time

16:0501 Destination
16:0426 Destination Interface

16:0416 Destination Interface Role

10 160415 Destination Port

11 160410 Drecton

12 160407 ©

13 160403 "

Category Description

R =T = N« L T S I R S R

v

URL

rap.ir/
mentkrerku.com/
onup.cn/
rsecurityguru.cnl
sow.org/

allengeprice.com/
teczowakraina.pl/

842511mzh0jyo79li4tt51t.biz/

nrebhim.ru/

ofafa.com/

ua.info/

8rl8q1ko12bn1t2nazxqkybsc.com/

. mcastxfinity.no-ip.biz/

. EventType

Searching for Logs: Filters

o [f the filter you want to add is

showing as a value on the GUI

but does appear in the log itsel
add the table column on the G

data already in the log table

Use quick filter options to seaj conentpe

~

Selected Columns =

#

Date/Time

User

Source

Action

URL

Category Description

Initiator

Sent / Received L

Available Columns

Agent
Banned Word

Category

Destination

Destination Interface
Destination Interface Role
Destination Port
Direction

Error

Event Type

Filter Type

FortiClient 1D

From

Group

v

/
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Viewing Logs Associated with a Firewall Policy

® Access log messages generated by individual policies

+ CreateNew ¢ Edit  { Delete =~ Q Policy Lookup ‘QSearch By Sequence
Seq# T Name T Source T Destination | 7 Schedule | 7 Service| T Action = T NAT T Security Profiles T Log T Bytes
[] port1 - port3(1-1)
1 1P 2al @VPforlinx  [aways WAL v ACCEPT @Enabled N O All 8084MB
[E] port3-port1(2-2)
2 Full Al pglicy Stat ¥ | @ Enabl always [MALL « ACCEPT @ Enabled L @ Al 117GB
olicy Status nable L dvpnl d ||| Polee]| | | e S ml B A S m ; :
© Disable
&) Copy
I Paste ’
+ Insert Empty Policy »
= 3 | .
& Clone Reverse & & | x policyuu: bitacssc7910-51e7-4600-121829268909 o Add Fiter % & D Detal
A Rename Policy . . : :
T"" Show Matching Logs / # | Q | Date/Time | Source Destination ApplicationName = Security Events Result Policy
ﬁ 1 170322 100120 142089111255 CHTTP v 1208/08 1(Full Access) |2
& Show in FortiView
I—E 2 17:.03:21  100.1.20 [+1208.91.112.55 {HTTP v 120B/0B 1 (Full Access)
dit .
¢t 3 170321 100120 =422 (aresolverslevel3net) @ONS v 66B/66B 1 (Full Access)
>- EditinCLI 4 17:0321 100120 =4.22.1(aresolvers.level3.net) @0ONS v 66B/98B 1 (Full Access)
[ Delete Policy

o /




Viewing Log Message: CLI

Configures what log messages you will see, how many log

# execute log filter messages you can view at one time (a maximum of 1000 lines of

log messages), and the type of log messages you can view.

Allows you to see specific log messages that you already configured

# execute log display _
within the execute log filter command.




Viewing Log Messages: FortiView

® FortiView integrates real-time and historical data into single, summary

~

lau FortiView v o ‘OAdd Filter | Domains SearchPhrases @ ~ (@ 24hours~ K- MY
Traffic From LAN/DMZ N\
Category Threat Score (Blocked/Allowed) Bytes (Sent/Received) & Sessions (Blocked/Allowed) &
fous Malicious Websites 41m 18s y 6080w 293MB ENSm— 826 m—
Destinations Unrated 29m59s | 100 | 2.60MB  mlm— 598 |m—
Applications Pornography m57s m 12720 | 49820kB |= 159 |
o Phishing Imés | 1320 | 7703kB | 22
Cloud Applications .
Other Adult Materials 27s 270 | 28.38KkB | 21
Web Sites Weapons (Sales) 155 3977kB | 5
Threats IIlegal or Unethical 125 1283kR | 4 |
Alcohol 9s 111
Traffic Shaping
Lingerie and Swimsuit 9s 0 22
Traffic From WAN Information Technology 65 60 | 6.0f @
Sources Gambling 3 30 | 30 ..-
Hacki 3s 80 31 8
Servers = !
Nudity and Risque KH 30 | 31
Threats Tobacco 3 0 10
All Segments
System Events
VPN
Endpoint Vulnerability
Threat Map
Policies
Interfaces
All Sessions

o
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Configuring Alert Email

® Send notification to email upon

detection of event

e While there is a default mail
server preconfigured, it is
recommended to configure your

own SMTP server first.

/

Enabled ©
From | FortiGate@traininglab |
To | admin@training.lab

(+]

Alert parameter WATGISH Severity

B Email Service €

Use Custom Email Server @

SMTP Server | 10.200.1.254 |
Port 125 - |
Default Reply To | admin@traininglab \
Authentication 0 )

Security Mode Wy SMTPS  STARTTLS

HA status change

Interval @ | 1 N
Security

Intrusion detected L ¢
Virus detected 0 )
Web Filter blocked traffic 4 €
Policy denied traffic 0 )
Administrative

Disk usage exceeds 0 )
FortiGuard renewal due within (B
Administrator login/logout (B
Configuration change 0 ]

Firewall authentication failure (B

o ]




Local Reports

Top Applications by Bandwidth

Application
B YouTube

B HTTPS.BROWSER

B Facebook

& Google.Services

(2 Naver.Line

@ Apple.Store

B® MS Windows.Update
B HTTP.BROWSER
B Google.Cloud.Storage

B HTTP.Video

Top Users by Bandwidth

User

3 10.209.129.23
FY 10.209.129.181
£ 10.209.130.7
FY 10.209.17.140
£ 10.209.17.201
3 10.209.18.234
£ 10.209.17.21
F3 10.209.17.86
£y 10.209.17.34
) 10.209.17.98

Traffic Out

Host

jmchangde-MBP
DESKTOP-USOROCQ
a4:e9:75:87:51.8¢c
android-d6f2bc26e57b0636
04:d6:2a:97:43:5
t.aq-PC
d4:0b:1a:3d:e0:e0
34:97:16:08:28:82

Antonio
android-3b36ff9078484adb

Traffic In

66.4 GB
36.0GB
288GB
245GB
19.3GB
178GB
15.1 GB
13.7GB
11.0GB
109 GB

Traffic Out

Sessions

56.9 K
2380K
119K
850K
91.7K
10.7K
42K
108.8 K
342
499

Traffic In Sessions
145GB 24K
8.7GB 1.7K
58GB 23K
51GB 1.2K
44GB 71K
43GB 81K
35GB 959
35GB 35K
35GB 18.7K
3.1G8B 1.3K
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Objectives

il

e Back up and restore system configuration files

® Understand the restore requirements for plain text and

encrypted configuration files
° Identify the current firmware version
° Upgrade firmware

° Downgrade firmware

FL:RTINET
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Configuration File: Backup and Restore

o Configuration can be saved to an external device

* Optional encryption
® Can back up automatically
* Upon logout

® Not available on all models

® To restore a previous configuration, upload file.

e Reboots FortiGate

& System )

[Y) Backup

/'D Restore

i= Revisions

|D Configuration

8 Change Password
@ Logout

Restore System Configuration

Restore from QEwIRX08 USE Disk

File © Upload

Password @

Backup System Configuration

Backup to USB Disk
Encryption 0]

Password

Confirm password

Cancel
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Upgrade Firmware

ﬁ FortiGate VMS4  Local-FortiCute

The current firmware version can

be viewed on the Dashboard ore—
in System > Firmware (or on §
the CLI: get system

status). /
If there is an updated firmwadre -

version, you will be notified.

Firmware can be updated by Lo
clicking Upload Firmware or
selecting the upgrade option in

the notification icon drop-down

list.

Make sure you read the Release
Notes to Verify the upgrade path
and other details.

€) >.6.1available for firmware upgrade.

ystem () FortiCareis not registered.

Hostname Local-FortiGate

Serial Number FGVM010000107116
Firmware v5.6.0 build1449 (GA)

Mode NAT (Flow-based)

System Time ~ 2017/08/1508:22:18 =

Uptime 00:00:44:12

WAN IP 24114
© v5.6.1 available




g Upgrade Firmware Process

1. Back up the configuration (f Ul | confi g backup on GUIor
CLI).

2. Download a copy of the current firmware, in case reversion is needed.

3. Have physical access, or a terminal server connected to local console, in
case reversion is needed.

4. Read the Release Notes; they include the upgrade path and other useful
information.

Firmware Management

5.  Perform the upgrade.
Current version FortiOS v5.6.2 build1486 (GA)

@ Firmwareis upto date

Upload Firmware

Selectfile @ Browse

FortiGuard Firmware

All available

No newer firmware
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Policy Based Routing (PBR) =

° 1@ Fb %%H]%E% FH Policy Based Routing
(PBR) ?
o TENZWANIVIREE N » (ST ¥ i

ABSEHEE AR R - )
5y B E AR EIHIWAN EACHE T8 thﬁ

iy o \
e Wan Link Loadbalance QSP' / ISPD
° SD—WAN WAN | WAN 2

1]

Fort Gate

—
feay

Internal Network




Policy Based Routing (PBR) =

e Static Routes FE EH

Portl = HHFREE. 10, fBSCHE 0
Port2: & FHEEEE: 10, (B4 HE 20
o THE'EHHIERE, BIciE A #R

o (BURPSH > HAEEPEDEYS > AR >BhRRES )

Destination ¢ Gateway Interface
0.0.0.0/0 L) S T M port1
0.0.0.0/0 254 port2
10.0.0.0/8 10.209.8.254 & device (WiFi_219)
192.168.96.0/24 10.209.8.254 @ device (WiFi_219)

192.168.98.0/24 10.209.8.254 @ device (WiFi_219)

Comment

Vava
N
Distance
10
10
10
10
10

6%

Priority

20




Policy Based Routing (PBR) &/}

& Dashboard >
Nx Security Fabric >
laa FortiView >
++ Network v

Interfaces

DNS

Packet Capture

SD-WAN

SD-WAN Status Check

SD-WAN Rules

Static Routes

RIP

OSPF

BGP

Multicast
£ System >
B Policy & Objects >

\alr
AT
==
ox
| ==u
oxr

New Routing Policy

If incoming traffic matches:

Protocol TCP UDP SCTP gahA@ Specify O
Incoming Interface ¥
Source Address
IP/Netmask Examples: 10.80.0.1/24,192.168.1.2/2
Addresses +

Destination Address
IP/Netmask

Addresses +

Bit Pattern| ox00

Examples: 10.80.0.1/24, 192.168.1.2/2-

Type of Service Bit Mask| 0x00

Then:

L laEIG BT il Stop Policy Routing

Action

Qutgoing Interface (B

Gateway Address 0.0.0.0
Comments —
Status [+ RNELEGE © Disabled
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BXRS EFREIHAIEE ( SD-WAN )

RO RS - S B 2R

® JEB

FUHE) (Active-Passive ) HIF{RSRES DI
RO IS SR 1)) (Active-Active ) HIFHZ

o FETHRESIREF N E (SLA)
° PSERPSHRBHERE
o E RS A

* JiF

;Z—E%E[E%%_Eﬁ% FORTIOS
5.6
VERSION

Internet
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e SD-WAN interface

e Load Balancing Algorithm

e SD-WAN Rule

EFREIHAIE ( SD-WAN )

Edit Interface

Name sd-wan
Type SD-WAN Interface
Interface State €@ [+ NOELN O Disable
SD-WAN
4 CreateNew = " Edit  [i] Delete
Seq.# Interface Status Gateway
1 | wani (V) 0.0.0.0
2 wan2 (V] 0.0.0.0
Load Balancing Algorithm

Sessions = Spillover Source-Destination IP = Source IP

Volume Weight
B wanl: | 75
wan2: | 25
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FortiGate Knowledge Base Libary
http:/ /kb.tfortinet.com/

FortiGate Technical Document
http://docs.fortinet.com/

The Fortinet Cookbook
https://cookbook.fortinet.com/







